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SUBJECT: OFFICE OF THE INSPECTOR GENERAL (OIG) REPORT ON AUDIT OF
METRO TRANSIT SECURITY SERVICES PERFORMANCE FOR THE
FISCAL YEAR ENDED JUNE 30, 2020

ACTION: RECEIVE AND FILE

RECOMMENDATION

RECEIVE AND FILE Office of the Inspector General (OIG) Report on Audit of Metro Transit Security
Services Performance for the Fiscal Year Ended June 30, 2020.

ISSUE

On February 23, 2017, the Metro Board passed a motion directing the Office of the Inspector General
(OIG) to conduct an annual audit of each law enforcement services contract to determine how key
performance indicators measure up against actual performance metrics. The audit is to ensure that
Metro is receiving the services it is paying for.

BACKGROUND

In 2017, LACMTA (Metro) awarded three separate five-year firm fixed unit rate contracts to the Los
Angeles Police Department (LAPD), the Los Angeles County Sheriff's Department (LASD), and the
Long Beach Police Department (LBPD) for transit law enforcement services to support day-to-day
operations across Metro’s entire service area. Metro also directly employs transit security officers
who perform fare checks and bus/rail patrolling, as overseen by the Systems Security & Law
Enforcement (SSLE) Department.

DISCUSSION

The report discusses the following:

A. Follow-up on Prior Audit Recommendations
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Use of Contract Funds

Review of Billings

Monitoring and Oversight

Adherence to Contract Requirements

Use of GPS Information on Mobile Phone Validators
Metro’s Access to Video from Police Body Cameras
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CONCLUSION

Contracted Law Enforcement Agencies

We found for the areas covered in this audit that the three law enforcement agencies for the most
part, provided transit security services in accordance with contract requirements. However, as
discussed in this report, we did identify for two or more of the agencies, non-compliance items in the
areas of billings, personnel and training, and community policing. The three law enforcement
agencies should continue to be vigilant in adhering to all contract requirements. This will help ensure
that Metro’s overall transit security services are operating in the most effective and efficient manner.

Metro’s System Security and Law Enforcement Services (SSLE)

We found that SSLE has taken steps to strengthen their monitoring and oversight function. This
includes creating a Compliance Unit whose main responsibility is to monitor and ensure that the three
law enforcement agencies are adhering to contract requirements, reviewing 100% of invoices before
they are submitted to Accounting for payment, and being able to monitor and track contract resources
in the field. SSLE can further strengthen its oversight function as well as overall transit security
performance by working with the law enforcement agencies to develop targets and goals for Key
Performance Indicators, continuing to strengthen controls over tracking contracted resources in the
field, and developing and updating on an annual basis a Community Policing Plan. Developing a
Community Policing Plan will provide guidance not only to the law enforcement agencies but also to
Metro’s officials.

Modification of Contract in March 2021

The audit found that there was additional extraordinary spending by prior SSLE management over
the regular monthly charges that had an impact on the use of contract funds for things such as
special events and enhanced deployments. For FY20 alone, Metro paid LAPD about $15 million for
enhanced deployments and approximately $800,000 for special events. In addition, Metro paid
LASD $1.7 million for special events and enhanced deployments above the regular budgeted
contracted duties. Payments for these additional services had the effect of depleting the 5-year life of
project budget early, thereby leaving insufficient funds to pay for the regular monthly services for the
balance of the contract term. This resulted in new management in SSLE having to request additional
funds to finish the contract period for just the regular law enforcement deployments for which Metro
contracted to receive.

In March 2021, Metro’s Board approved a modification to increase the overall total contract amount
by $36,000,000 to $681,675,758 to cover costs through December 31, 2021. The contract period
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that extends beyond December 315 to June 2022, is currently not funded.

Unless deployments or spending under the law enforcement contracts are significantly reduced
immediately, there will still be a shortfall in FY22 at current spending levels.

Budget Controls

We found that additional budget controls are needed to ensure deployments and invoices paid stay
within the Board approved budget. Due in large part to deployments for special events, and in small
part to lack of controls on how many law enforcement persons can be billed at overtime rates versus
regular full-time rates including vacation and paid holidays, prior SSLE Metro management overspent
funds in early years of the contract leaving insufficient funds for the last year of the contracts. We
found special events deployment costs need to be recovered by the law enforcement entity or Metro
from the private party event host, or a contingency reserve needs to be established for that, or both,
to control spending. We also found spending needs to be programmed on an annual basis for multi-
year contracts and monitored by OMB in that way.

RECOMMENDATIONS

The Office of the Inspector General is providing 29 recommendations to improve/strengthen the
controls on transit security, which are summarized in the report Appendix. The recommendations will
enhance performance efficiency and effectiveness of Metro’s System Security and Law Enforcement
Services.

FINANCIAL IMPACT

There is no financial or budgetary impact by accepting the report, but adoption of the
recommendations would contribute in implementing more effective controls.

EQUITY PLATFORM

It is the opinion of the OIG that there is no direct equity impact by production of this audit alone.
However, failure to act on our recommendations could lead to providing less equitable service or not
promoting equity in our operations to the best and highest level reasonably possible. Specifically, the
accomplishment of our recommendations #17 (Develop and update annually a written agency-wide
Community Policing Plan), #20 (Include in future contracts the requirement of wearing body cameras
by all contracted law enforcement personnel when policing the Metro System), #24 (Description of
the specific training provided to its officers in the area of Problem-Oriented Policing, LAPD), and #26
(same as #24, LASD) will promote providing equitable service.

Depending on what action is taken to address the shortfall of funds for the remaining period of the
contracts or other recommendations herein, equity impacts should be considered. The Agency may
use the information contained in this report to examine and make determinations concerning those
issues.
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IMPLEMENTATION OF STRATEGIC PLAN GOALS

The recommendations in this report support the following Strategic Plan Goals:
Goal 2.1: Metro is committed to improving security.

Goal 5.2: Metro will exercise good public policy judgment and sound fiscal stewardship.
Goal 5.6: Metro will foster and maintain a strong safety culture.

NEXT STEPS

Metro management should:

o Complete the Schedule for Tracking Metro’s Proposed Actions in Response to the
recommendations in Appendix B of the report as determinations are made on implementing the
recommendations; and

o Periodically report to the Metro Board on the status of actions taken to implement the
recommendations.

ATTACHMENTS

Attachment A: Final Report on Audit of Metro Transit Security Services Performance for the Fiscal
Year Ended June 30, 2020 (Report No. 22-AUD-02)

Prepared by:  Asuncion Dimaculangan, Senior Auditor, (213) 244-7311
Dawn Williams-Woodson, Manager, Audit, (213) 244-7302
Yvonne Zheng, Senior Manager, Audit, (213) 244-7301
George Maycott, Senior Director, Special Projects (Interim), (213) 244-7310

Reviewed by: Karen Gorman, Inspector General, (213) 922-2975
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DATE: September 13, 2021

TO: Board of Directors

FROM: Karen Gorman, Inspector General W
Office of the Inspector General

SUBJECT: Final Report on Audit of Metro Transit Security Services Performance for the Fiscal
Year Ended June 30, 2020 (Report No. 22-AUD-02)

The Office of the Inspector General (OIG) conducted an audit on the performance of Metro’s System
Security & Law Enforcement (SSLE) Department and the three contracted law enforcement
agencies for the period of July 1, 2019 to June 30, 2020 (FY20). Since 2009, Metro has had a
contract with the Los Angeles County Sheriff’s Department (LASD) to provide Metro with transit
policing services. BeginningJuly 1, 2017, Metro implemented a new transit security strategy, which
includes obtaining services from three law enforcement agencies — the City of Los Angeles Police
Department (LAPD), the City of Long Beach Police Department (LBPD), and the Los Angeles
County Sheriff’s Department (LASD). In addition, SSLE transit security officers (TSO) provide
security over Metro facilities, perform fare compliance checks, and patrol bus and rail systems.

On February 23, 2017, the Metro Board passed a motion directing the Office of the Inspector
General (OIG) to annually audit each law enforcement services contract to determine how key
performance indicators measure up against actual performance metrics. The OIG hired a consultant
to complete the required annual reviews for Fiscal Years 2018 and 2019. Due to Metro’s budget
constraints resulting from the COVID-19 pandemic, the review of FY20 Transit Security Services
Performance was streamlined and conducted in-house by OIG audit staff. The audit focused on the
following seven areas:

Follow-up on Prior Audit Recommendations

Use of Contract Budgeted Funds

Review of Billings

Monitoring and Oversight

Adherence to Contract Requirements

Use of GPS Information on Mobile Phone Validators
Metro’s Access to Video from Police Body Cameras

@TMmMmoOO>

The audit identified a number of recommendations for improving transit security performance. The
Appendix to the report lists 29 recommendations that will enhance performance efficiency and
effectiveness in various transit security areas.
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Contracted Law Enforcement Agencies

We found for the areas covered in this audit that the three law enforcement agencies for the most
part, provided transit security services in accordance with contract requirements. However, as
discussed in the report, we did identify for two or more of the agencies, non-compliance items in
the areas of billings, personnel and training, and community policing. The three law enforcement
agencies should continue to be vigilant in adhering to all contract requirements. This will help
ensure that Metro’s overall transit security services are operating in the most effective and efficient
manner.

Metro’s System Security and Law Enforcement Services (SSLE)

We found that SSLE has taken steps to strengthen their monitoring and oversight function. This
includes creating a Compliance Unit whose main responsibility is to monitor and ensure that the
three law enforcement agencies are adhering to contract requirements, reviewing 100% of invoices
before they are submitted to Accounting for payment, and being able to monitor and track contract
resources in the field. SSLE can further strengthen its oversight function as well as overall transit
security performance by working with the law enforcement agencies to develop targets and goals
for Key Performance Indicators, continuing to strengthen controls over tracking contracted
resources in the field, and developing and updating on an annual basis a Community Policing Plan.
Developing a Community Policing Plan will provide guidance not only to the law enforcement
agencies but also to Metro’s officers.

Budget Controls

We found that additional budget controls are needed to ensure deployments and invoices paid stay
within the Board approved budget. Due in large part to deployments for special events, and in small
part to lack of controls on how many law enforcement persons can be billed at overtime rates versus
regular full time rates including vacation and paid holidays, prior SSLE Metro management
overspent funds in early years of the contract leaving insufficient funds for the last year of the
contracts. We found special events deployment costs need to be recovered by the law enforcement
entity or Metro from the private party event host, or a contingency reserve needs to be established
for that, or both, to control spending. We also found spending needs to be programmed on an annual
basis for multi-year contracts and monitored by OMB in that way.

SSLE has reviewed the draft report and has taken corrective actions that we found responsive to the
findings and recommendations in the report.

If you have any questions, please contact Yvonne Zheng, Sr. Manager, Audit, at ZhengY @metro.net
or me at GormanK@metro.net.

We appreciate the assistance provided by Metro staff during this audit.

Enclosure: Final Report
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Metropolitan Transportation Authority
Office of the Inspector General

Metro Interoffice Memo

Date September 10, 2021

To Judy Gerhardt, Chief System Security & Law Enforcement Officer
System Security & Law Enforcement Department

From Karen Gorman, Inspector General %}% %/
Office of the Inspector General

Subject Final Report on Audit of Metro Transit Security Services Performance
For the Fiscal Year Ended June 30, 2020 (Report No. 22-AUD-02)

The OIG has reviewed SS&LE’s responses to the recommendations in our draft Audit of Metro
Transit Security Services Performance for the Fiscal Year Ended June 30, 2020 report (Report No.
22-AUD-02).

As requested in your response memo dated September 9 concerning the draft Report, we have
modified the final Report by:

1. including in the Report (As Appendix G) the letter from former SSLE Management to
Long Beach Police Department (LBPD) in 2018, approving a $3.2 million dollar increase
for adjustments to transit security services.

2. adjusting the language in the Report related to Special Events and Enhanced Deployments
to read as you requested: “SSLE stated that they also share our concerns with special
events, and is currently exploring the idea of working with the venues to reimburse
Metro for future special events (venues) moving forward”.

In your response to the Report memo, you indicated in the table of responses for Recommendation
#29, that “Metro SS&LE staff and LBPD have been working together in efforts to monitoring the
contract budget.” We assume you also have or will work with LAPD and LASD in that regard since
the latter have the larger impact on the budget.

The OIG appreciates the cooperation of your department and staff during this audit and the quick
responses to our recommendations.

Cc: Aston Greene
Ron Dickerson
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Audit of Metro Transit Security Services Performance
For the Fiscal Year Ended June 30, 2020
Office of the Inspector General Report No. 22-AUD-02

. EXECUTIVE SUMMARY

Background and Objectives

The Office of the Inspector General (OIG) conducted an audit on the performance of Metro’s System
Security & Law Enforcement (SSLE) Department and the three contracted law enforcement
agencies for the period of July 1, 2019 — June 30, 2020 (FY20). Since 2009, Metro has had a contract
with the Los Angeles County Sheriff’s Department (LASD) to provide Metro with transit policing
services. Beginning July 1, 2017, Metro implemented a new transit security strategy, which includes
obtaining services from three law enforcement agencies — the City of Los Angeles Police
Department (LAPD), the City of Long Beach Police Department (LBPD), and the Los Angeles
County Sheriff’s Department (LASD).

Metro’s SSLE Department is responsible for monitoring and overseeing the three law enforcement
agencies. In addition, SSLE transit security officers (TSO) provide security over Metro facilities,
perform fare compliance checks, and patrol bus and rail systems.

On February 23, 2017, the Metro Board passed a motion directing the Office of the Inspector
General (OIG) to annually audit each law enforcement services contract to determine how key
performance indicators measure up against actual performance metrics. The OIG hired a consultant
to complete the required annual reviews for FYs 2018 and 2019. The FY 2018 and FY 2019 reviews
had 25 and 22 recommendations, respectively.

Due to Metro’s budget constraints resulting from the COVID-19 pandemic, the review of FY20
Transit Security Services Performance was streamlined and conducted in-house by OIG audit staff.
The audit focused on the following seven areas:

Follow-up on Prior Audit Recommendations
Use of Contract Budgeted Funds
Review of Billings
Monitoring and Oversight
Adherence to Contract Requirements
. Use of GPS Information on Mobile Phone Validators
Metro’s Access to Video from Police Body Cameras
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Results of Audit

Overall, we found that SSLE has strengthened their monitoring and oversight function. However,
controls still need to be strengthened in areas such as Community Policing and the development of
baseline metrics for Key Performance Indicators (KPIs). We found for the areas covered in this
audit that the three law enforcement agencies for the most part, provided transit security services in
accordance with contract requirements. However, as discussed in this report, we did identify for
two or more of the agencies, non-compliance items in the areas of billings, personnel and training,
and community policing. We also found that additional budget controls are needed to ensure that
costs for deployments and invoices paid stay within the Board approved budget. The following is
an overview of the results of this audit for the seven areas that were focused on.
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A. Follow-up on Prior Audit Recommendations (FY19)

The audit of FY19 Transit Security Performance identified 22 recommendations for improving
transit security performance (Report No. 20-AUD-07, Issued March 27, 2020, Posted on Metro’s
website). The 22 recommendations were made to strengthen transit security performance in the
following areas:

e Monitoring and oversight;

e Crime reporting accuracy and completeness;

e Development of baseline metrics for key performance indicators;

e Community Policing; and

e Adherence to contract requirements by the three law enforcement agencies.

For the 22 recommendations, Metro’s SSLE Department agreed with 16 and disagreed with six.
However, for four of the six recommendations they disagreed with, SSLE have proposed action that
we found responsive to the recommendations. For the two remaining recommendations which dealt
with the area of billings, SSLE advised that they have taken actions to address these issues. We
found SSLE’s actions partially responsive to the two recommendation.

As a result of FY19 audit recommendations, SSLE has taken actions to strengthen its monitoring
and oversight function by establishing a Compliance Unit, creating a Compliance Audit Manual,
and developing a process where a 100% of the invoices are reviewed by SSLE before they are
submitted to Accounting for payment. However, SSLE still needs to take additional action to be
responsive to recommendations in areas such as community policing and key performance
indicators.

More information on Prior Audit Recommendations can be found in Section 1V - A on page 15,
and in Appendix B.

B. Use of Contract Budgeted Funds

In 2017, Metro awarded three 5-year contracts to the Los Angeles Police Department (LAPD), the
Los Angeles Sheriff Department (LASD), and the Long Beach Police Department (LBPD) for
transit law enforcement services. The amount of these contracts totaled $645,675,758. In March
2021, Metro’s Board approved a modification to increase the overall total of the contract amount by
36,000,000 to $681,675,758 to cover costs through December 31, 2021.

LAPD Contract No. PS5862100L APD24750

On March 1, 2017, Metro entered into a contract with LAPD for a not-to-exceed amount of
$369,330,499. Total amount invoiced for the first three years of the contract including FY20
($94,573,124) totaled $257,588,298, resulting in remaining funds available of $111,742,201 based
on the original budget. This equates to 70% of the original budget being used by the end of contract
year 3, with two years remaining on the contract. In the first three years of the contract, on average,
the amount invoiced per year totaled $86 million. However, based on the contract budget, the
average amount budgeted for the first three years of the contract was $71 million per year.
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The contract modification effective March 2021, increased the overall contract amount by
$21,526,518 to a total contract amount not-to-exceed $390,857,017. As of April 1, 2021, for FY21
an additional $5,258,218 (covering 1 month in FY21) had been invoiced, resulting in remaining
funds available of $128,010,501 based on the revised budget. Therefore, for the remaining two years
of the contract, the estimated funds available would be approximately $64 million per year.
However, as mentioned earlier, the average amount invoiced per year for the first three years of the
contract was $86 million. Hence, for fiscal years 4 and 5, there would be an estimated shortage of
approximately $22 million a year.

LASD Contract No. PS5863200LASD24750

On September 1, 2017, Metro entered into a contract with LASD for a not-to-exceed amount of
$246,270,631. Total amount invoiced for the first three years of the contract including FY?20
($60,405,468) totaled $159,091,656, resulting in remaining funds available of $87,178,975 based
on the original budget. This equates to 65% of the original budget being used by the end of contract
year 3, with two years remaining on the contract. In the first three years of the contract, on average,
the amount invoiced per year totaled $53 million. However, based on the contract budget, the
average amount budgeted for the first three years of the contract was $48 million per year.

The contract modification effective March 2021, increased the overall contract amount by
$11,325,520 to a total contract amount not-to-exceed $257,596,151. As of April 1, 2021, an
additional $37,089,274 (representing the first 7 months of FY21) was invoiced, resulting in
remaining funds available of approximately 61.4 million based on the revised budget. For the first
7 months of FY 21, LASD invoiced Metro approximately $5.3 million a month. With 17 months
remaining on the contract, estimated funds needed to cover the remaining life of the contract would
be approximately $90 million (17 months x $5.3 million). With an estimated $61 million remaining,
this would result in a shortage for the remaining two years of approximately $29 million.

LBPD Contract No. PS95866000LBPD24750

On March 23, 2017, Metro entered into a contract with LBPD for a not-to-exceed amount of
$30,074,628. Total amount invoiced for the first three years of the contract including FY20
($6,761,852) totaled $20,105,970, resulting in a remaining funds available of $9,968,658 based on
the original budget. This equates to 67% of the original budget being used by the end of contract
year 3, with two years remaining on the contract. In the first three years of the contract, on average,
the amount invoiced per year totaled $6.7 million. However, based on the contract budget, the
average amount budgeted for the first three years of the contract was $5.6 million per year.

The contract modification effective March 2021, increased the overall contract amount by
$3,147,962 to a total not-to-exceed amount of $33,222,590. As of April 1, 2021, LBPD had
remaining funds available of $13,116,620 based on the revised budget. On average, this would
provide an estimated $6,558,310 per year for the remaining two years of the contract. For the first
three years of the contract, the average amount invoiced per year totaled $6,701,990, resulting in an
estimated shortage of $143,000 per year for FY21 and FY22.

SSLE should review the history of each agency’s use of contract funds and determine what actions
can be taken to help mitigate what appears to be an estimated combined $73.3 million shortage of
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funds for the remaining life of the contracts, even after the addition of the $36 million approved by
Metro’s Board in March 2021.

Observations Related to the Use of Contract Budgeted Funds
Our review of invoices from the three law enforcement agencies found that there were other factors
besides the regular monthly charges that had an impact on the use of contract funds.

Special Events and Enhanced Deployments

Based on our review of FY20 invoices for LAPD and LASD, we found that there were many
invoices for additional services provided by these agencies other than their regular duties. These
additional services are identified as special events and enhanced deployments (See complete lists of
these invoices at Appendices C — E). We found that Metro reimbursed the law enforcement agencies
for providing services at special events such as Rams and Dodgers games, the Rose Parade, and the
LA Marathon. In addition, the invoices show that the majority of services provided was for
enhanced deployments. For example, LAPD was reimbursed $16.5 million in FY20 for these
additional services. Approximately $15.7 million was for enhanced deployments and about
$800,000 was spent on special events. Our concern is whether Metro should be reimbursing law
enforcement agencies for events that take place on a regular basis (i.e. Dodgers games, Rose Parade,
etc.), where even if there was no Metro contract, the law enforcement agencies would probably be
providing services.

When we brought this issue to the attention of SSLE, we were advised that Metro (SSLE and/or
Operations) or the law enforcement agencies can request additional services. They also advised that
Metro’s Board on occasion has requested additional services. For example, in October 2019,
Metro’s Board requested that the enhanced deployment related to work being performed on the Blue
Line continue. SSLE also informed us that special events and enhanced deployments are unplanned
and the majority of the enhance deployments are requested by Metro. SSLE stated that they also
share our concern with special events, and is currently exploring the idea of working with the venues
to reimburse Metro for special events (venues) moving forward.

LAPD

As mentioned above, our review of invoices from LAPD for the period of July 1, 2019 to June 30,
2020 (FY20) found that Metro had reimbursed LAPD approximately $16,555,285 for special events
and enhanced deployments during year 3 of the contract. These services were not covered by the
original contract budget. However, funds used to pay for these additional services were diverted
from the same funds allocated to cover the regular contracted services. In fiscal year 2020, the total
amount invoiced from LAPD was $94,573,124, and special events and enhanced deployments
accounted for approximately 18% of this amount.
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LASD

Our review of invoices from LASD for the period of July 1, 2019 to June 30, 2020 (FY20) found
that Metro had reimbursed LASD approximately $1,706,794 for special events and additional
services. Similar to LAPD, funds used to pay for these activities were diverted from the same funds
that have been allocated to cover regular contracted services. In year 3 (FY20) of the contract, the
total amount invoiced from LASD was $60,405,468, and special events and additional services
accounted for 3% of this amount.

Due to the significant amount of funds used for special events and enhanced deployment, Metro
should consider for future contracts, allocating within the budget a separate amount to be used for
these activities.

Contracted Employees Assigned to Contract on a Full-Time Basis

LAPD
The LAPD contract in Exhibit B — Memorandum of Costs Section, Part A.1 states: “ Al |

management, field super vi sory and administrative person
Bureau shall be bill ed as “Fllitime psrsomel (e.d viebddr h e a d
supervisor) will be phased i nOuwrevewofitvbiesafdi r st t

supporting documentation found that compensatory non-work hours (i.e. vacation, sick leave,
holidays, etc.) were being charged to the contract for LAPD personnel assigned to the Transit
Services Bureau.

LBPD

Unlike the LAPD contract, the LBPD contract is silent on the use of full-time personnel on the
contract. However, LBPD advised Metro that they have been assigning personnel on a full-time
basis since year two (FY19) of the contract.

According to our discussion with the Senior Manager, Contract Administration, Metro payment of
fringe benefits to LAPD and LBPD employees are based on the applicable MOUs with LAPD and
LBPD labor unions, which is stated on Exhibit B — Memorandum of Costs on each of the contracts.

For future contracts, Metro should consider the impact that the use of full-time contracted personnel
will have on the use of funds over the life of the contract and budget for it.

Adjustment to Law Enforcement Services / Changes in Deployments

During our audit we discovered that Metro’s former Chief of Systems Security and Law
enforcement drafted a letter (See Appendix F) in 2018 to the Deputy Chief of LAPD to approve
adjustments to Transit Law Enforcement Services related to the contract between Metro and LAPD.
The adjustments were classified as personnel adjustments and other expenses increasing the contract
price by $35.3 million over four years. A second letter (See Appendix G) was also drafted to the
Chief of Police for LBPD to approve adjustments related to the contract between Metro and LBPD
in the amount of $3.2 million. It was anticipated that the estimated charges be covered under the
existing Metro LAPD and LBPD contracts. The letters also stated that Metro staff shall review
contract utilization on an annual basis and return to the Metro Board to request additional contract
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authority if deemed necessary. The letters approved the services and LAPD and LBPD
acknowledged the letter as an approval for additional services. The adjustments may be considered
within the scope of the existing contract but were not budgeted or programmed into the contract.
There was no reserve account or contingency funds set aside in the budget for these services or
special events, therefore these were unfunded commitments made without authority to increase the
funding of the contract. Because the contract had funds remaining, the Metro SSLE Chief diverted
funds from budgeted activities to pay for the additional services using existing contract funds,
leaving insufficient funds near the end of the contract to pay for the originally contemplated services
as well as the other services to which he committed.

Additional information was obtained from Metro’s Procurement Contract Administrator relating to
the contract and adjustments approved by Metro’s former Chief of SSLE. The Contract
Administrator was aware of the adjustments approved by the former SSLE chief and recalls
discussions that included the Office of the Chief Executive Officer. The adjustments referred to in
the letters were considered changes in deployments by Metro Procurement and are permitted in the
contract, Statement of Work Article 7.0 and 9.0. A decision was made to fund the adjustment with
the current contract funding and delay going to the Metro Board for additional contract authority
because it was early in the contract and it was believed that additional funding may be needed during
the course of the five-year contract and a review of contract utilization will be made at a future date.
Therefore it was contemplated by management since 2018 that additional funds would likely be
requested at some time before the end of the contract. It was obviously assumed that the Board
would have to approve additional funds or stop the law enforcement contracts prior to the end of the
term of the contracts.

More information on the “Use of Contract Budgeted Funds” can be found in Section IV - B on
page 16.

C. Review of Billings

The contracts between Metro and the three law enforcement agencies contain many similar terms
and conditions. However, there are a few terms in the contract where there are differences between
one or more of the agencies. The terms covering billings and invoices is one of these areas. We
selected the January 2020 invoice for detail testing for each of the agencies.

LBPD

Our review of LBPD’s January 2020 invoice found an overbilling of $24,179. SSLE advised that
they identified a total of $174,629 in overbillings for FY20. In addition, both SSLE and LBPD
advised that no invoices had been processed since the May 2020 invoice due to the need for Metro
and LBPD to come to a resolution on the overbillings and how Metro will be invoiced.

As mentioned in the previous section, LBPD advised Metro that they had been assigning personnel
to the Metro Contract on a full-time basis since year two (FY19) of the contract. In March 2021,
LBPD informed Metro that the reason for the appearance of overbillings was due to the attachment
of the incorrect supporting documentation to the invoices. LBPD stated that the incorrect labor
detail report was attached to the invoices as supporting documentation and this report did not
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account for compensated non-work hours. Therefore, overbillings would not have occurred if the
correct labor detail report had been used.

In our opinion, if Metro and LBPD agree that sworn personnel shall primarily be assigned to the
contract on a full-time basis, then a contract modification should be executed. In addition, SSLE
should: (1) Determine if the billing for full-time personnel will be retroactive back to year two
(FY19) of the contract, and (2) Review past invoices to determine if overbillings still exist with the
use of the correct supporting documentation.

LAPD

Our review of invoices for FY 20 found that invoices covering February 2020 to June 2020 were
not processed until September 2020. SSLE advised that this was due to some unresolved issues
between Metro and LAPD related to billings that needed to be addressed. In addition, our review of
the January 2020 invoice found that non-work hours such as vacation, sick leave, and holidays were
being charged to Metro. SSLE advised that this is one of the issues that they were trying to resolve.
However, in April 2021 the SSLE Department advised that Metro had evaluated LAPD’s
methodology in this area and has agreed without exception to allow non-work hours to be billed to
the contract.

Our review of the January 2020 invoice, also found that there were instances where LAPD’s
personnel hourly billing rate exceeded the approved maximum hourly billing rate for that job
classification. This resulted in an overbilling of $3,170.52 for one month.

SSLE should review all past invoices for FY20 and determine if there are any other incidents where
an individual’s billed hourly rate exceeds the approved maximum fully burdened hourly rate for that
job classification. In addition, SSLE should request a refund of $3,170.52 and any additional
overbillings identified.

LASD

LASD is required at the beginning of each fiscal year to submit SH-AD Deployment of Personnel
Form (SH-AD 575) for approval. This form lists the agreed upon number of service units per each
service type, and the annual costs for each service type per unit. For example, for contract year 3,
Metro and LASD agreed upon 42 Two Deputy-56-hour service units at an annual cost of $853,857
per unit. LASD uses this form to prepare their monthly invoices.

Our review of the January 2020 invoice found that the service levels and unit costs for each service
type billed on the invoice was in accordance with the approved SH-AD 575 Form in effect for the
period of July 1, 2019 — June 30, 2020.

Observation related to Billings and Contract Language

As discussed earlier in this section, Metro agreed with LAPD and LBPD at one point to temporarily
stop processing and paying invoices due to unresolved issues related to billings. We believe these
billing issues stem from the lack of clarity and specificity in the contracts.

In our opinion, Metro should work with each contractor to more thoroughly and clearly define in
the contract, how services will be billed and what costs will be allowed and/or disallowed for each
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law enforcement agency. This will help ensure there are no delays in processing invoices due to
disagreements in how Metro should be billed.

More information on the “Review of Billings” can be found in Section |1V - C on page 25.
D. Monitoring and Oversight

The FY 19 OIG audit report (Report No. 20-AUD-07, Issued March 27, 2020) revealed that
compliance monitoring and oversight of the law enforcement agencies by Metro’s SSLE
Department was inadequate. This conclusion was based on findings of non-compliance in areas
such as billings, required reporting, and the lack of monitoring and tracking of resources in the field.

We found that Metro’s SSLE Department has taken steps to strengthen their oversight and
monitoring function. In October 2019, the SSLE Department hired a System Security
Administration and Compliance Director. SSLE’s Compliance Section currently has a staff of three:
Compliance Director, Transportation planner, and Assistant Administrative Analyst. The main
function of this unit is to monitor and provide oversight over the three contracted law enforcement
agencies.

The SSLE’s Compliance Unit has successfully worked with the law enforcement agencies to
identify and bring resolution to issues in the area of billings that had caused delays in the processing
of some invoices. SSLE should continue to work on strengthening their monitoring and oversight
function to help ensure that transit security services are operating in the most effective and efficient
manner.

More information on “Monitoring and Oversight” can be found in Section 1V - D on page 28.
E. Adherence to Contract Requirements

1, Personnel and Training

The contract requires that only Peace Officer Standards and Training (POST) certified officers can
be assigned to Metro. In addition to this requirement, Section 1.2 of the contract between Metro
and the law enforcement agencies list other requirements that must be met by officers assigned to
work for Metro. Some requirements are applicable to all three contractors, others are only applicable
to two.

LAPD

Our review of a sample of LAPD personnel found two officers who did not meet the personnel and
training requirements working on the Metro Contract. Both of these officers were not POST
certified, had not passed probation, and did not have 18 months of law enforcement experience.
LAPD advised that the spots on June 6, 2020, were filled during a departmental wide mobilization
where officers were tactfully deployed to mitigate civil unrest, and it was not feasible to employ
their normal procedures. SSLE informed us that they were notified of the departmental wide
mobilization but not informed that normal procedures for placing officers on the Metro contract
would not be used.
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In our opinion, LAPD should develop procedures to help ensure that even during departmental wide
mobilizations or special deployments only those officers who meet all the personnel and training
requirements are placed on the Metro Contract.

LASD

Section 1.2 of the contract states each sworn officer assigned to the Metro contract must be POST
certified. Our review of a sample of LASD personnel found five officers who were assigned to the
Metro contract were not POST certified. LASD advised that although these officers were assigned
to the Metro contract they never worked on the contract. Notwithstanding this, we believe assigning
officers to the contract before they are POST certified increases the risk that an officer may work
on the Metro Contract who does not meet contract requirements in the area of personnel and training.

To ensure that only qualified officers are working on the Metro contract, LASD should only assign
personnel to Metro after they are POST certified.

LBPD

Section 1.2 of the contract states: “The contractor’ s personnel mu
probationary period, have a minimum of eighteen months of law enforcement experience, and shall

not have cur r e nQurraviewtof/LBRDeasonnel faurd two affeers Working on

the Metro contract who did not have 18 months of law enforcement experience. LBPD advised that

they recalled a “meet and confer” with SSSLE’s prior management that “academy time” could be

used as part of the 18 months law enforcement experience. However, they could not provide a

written document to support this agreement. Academy time is education as opposed to experience.

LBPD should ensure that all officers before they are assigned to the Metro contract have completed
the required 18 months of law enforcement experience.

SSLE should review the qualifications of a sample of officers assigned to the Metro contract from
each of the three law enforcement agencies on a periodic basis. This will help ensure that only those
officers who meet contract requirements are working on the Metro Contract.

Observation related to Required Training

We found that there were several officers who had taken the required training (Safety and Transit
Policing) over two or more years ago. Metro should consider developing and requiring these
officers to take refresher courses. This will help ensure that these officers are reminded of pertinent
issues and that new and updated information has been communicated to them.

2. Required Reporting and Key Performance Indicators

a. Required Reporting
Section 2.1 of the contract between Metro and the three law enforcement agencies require
contractors to provide Metro with various types of information and reports on key performance
indicators on a regular basis.

Overall, we found that all three law enforcement agencies adhered to contract requirements
related to required reporting.
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Observation on Required Reporting

For future contracts, with input from the three law enforcement agencies, Metro should review
the reports and information currently required, assess how each report and/or item of information
is currently being used, and determine whether requesting different or additional information
would be more beneficial.

b. Key Performance Indicators
Key Performance Indicators (KPIs) measure progress toward intended results. KPIs provide a
focus for strategic and operational improvements and managing with KPIs include setting targets
and tracking progress against those targets.

Section 2.2 of the contract between Metro and the three-law enforcement agencies state that
Metro and the agencies will jointly develop baseline metrics to capture the specific information
identified in this section.

However, we found that Metro’s SSLE Department has not worked with the law enforcement
agencies to develop specific baseline metrics. The need for the development of baseline metrics
for KPIs has been brought up in prior OIG audit reports. SSLE advised that they have evaluated
the KPIs and are working on putting together the framework to develop baseline targets/goals
with each agency.

As a tool to help monitor overall transit security performance, SSLE with input from the three
law enforcement agencies should develop baseline targets and goals in critical performance
areas.

3. Community Policing
Community Policing — Section 3.0 of the contract between Metro and the law enforcement agencies

state: “ The contractor shal/l update annually the L
Building and sustaining communi ty partnerships 1is central t
vul ner abi | il additionothis cectionratates: "The contractor shall provide staff with
specific training in Problem Oriented Policing in order to assist LACMTA in addressing
longstanding challengesr el at ed to cri me, blight, and disord

We found that Metro’s SSLE Department has not developed an agency-wide Community Policing
Plan. This issue was also noted in the FY19 audit report (Report No. 20-AUD-07, Issued March
27, 2020). Developing a written Community Policing Plan and updating it annually is important
because it identifies the actions that Metro plans to take to develop relationships and trust within the
community. It also provides guidance to the three law enforcement agencies in the development of
their annual plans.

Metro should develop and update annually a written agency-wide Community Policing Plan that

clearly defines the agency’s goals and objectives for establishing and building on relationships
within the community to address longstanding challenges with crime and other issues.

10



Audit of Metro Transit Security Services Performance
For the Fiscal Year Ended June 30, 2020
Office of the Inspector General Report No. 22-AUD-02

We obtained and reviewed the Community Policing Plan for each of the three law enforcement
agencies. For the most part, we found that the agencies adhered to the contract requirements in this
area. However, LAPD and LASD did not provide in their plan’s information on the specific training
that was provided to its officers in the area of Problem Oriented Policing. We inquired with both
agencies and they subsequently provided information on the specific training provided.

To ensure that contract requirements are adhered to, LAPD and LASD should include in their
Annual Community Policing Plans, a description of the specific training provided to its officers.

More information on “Adherence to Contract Requirements” can be found in Section IV - E on
page 29.

F. Use of GPS Information on Mobile Phone Validators

Metro provided the contracted law enforcement officers with Mobile Phone Validators (MPV
smartphones) which are GPS enabled to provide information on the location and movement of law
enforcement resources. One of the findings in FY 19 Audit Report stated: “SSLE ha
progress implementing a mechanism for verifying contracted law enforcement actual presence
using smartphone locati on ser vi ces/ GPS. "~

In October 2019, Metro executed a contract modification with Axiom Xcell, Inc. (Contractor) for a
Tap Mobile Phone Validator (MPV). However, SSLE advised that after conducting field tests, they
found that the process for obtaining information on the location of contracted resources was time
consuming and labor intensive.

In September 2020, the SSLE’s Compliance Unit began using reports generated by the contractor’s
Mobile Device Management (MDM) system. These reports provide information on the time the
officers logged in and out using the MPV smartphones. However, the reports do not provide their
location.

Even though it was beyond our audit period, we used the period of December 13, 2020 to January
3, 2021 for detail testing. We compared the MDM reports to deployment schedules. We found that
LAPD and LBPD had a compliance rate of a 100% and 93% respectively. However, LASD’s
compliance rate was 9%. SSLE advised that during the first couple of months, LASD was not
familiar with how to use the device. Later, their compliance rate ranged from 96% to 100%.

SSLE should determine if the Metro issued MPV smartphones provide reliable and meaningful
information on the location of contracted resources throughout the Metro System. This information
on the number of officers working should be used to verify invoices.

Observation on the use of Metro Tap Reports

Effective February 14, 2021, SSLE began using Metro’s TAP reports to monitor the location of
contracted resources in the field. The Director of System Security Administration and Compliance
believes that the reports are more effective in verifying the presence of the contracted law
enforcement.
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We recommend that SSLE continue to use TAP reports as an effective approach to monitoring and
overseeing contracted resources in the field.

More information on “Use of GPS Information on Mobile Phone Validators” can be found in
Section IV - F on Page 36.

G.Metrods Access t o WNomh€amerdisr om Pol i ce Body
Cameras provide additional documentation of police encounters with the public. Metro’s SSLE
Department has not established any requirements on the use of Body Worn Cameras (BWC). In
addition, the contract between Metro and the three law enforcement agencies is silent on this issue.
SSLE advised that LBPD has been wearing BWCs to police the Metro System since April 2020,
LAPD has started testing with an anticipated roll out of April 2021, and LASD anticipates a roll out

of its BWC program in October 2021.

We recommend that Metro include in future contracts the requirements for use of BWCs and for
providing SSLE with access to BWC video recordings.

More information on “Metro’s Access to Video from Police Body Cameras” can be found in
Section IV - G on Page 37.

CONCLUSION

Contracted Law Enforcement Agencies

Our review found that the three law enforcement agencies for the most part, provided transit security
services in accordance with contract requirements. However, as discussed above we did identify
for two or more of the agencies, non-compliance items in the areas of billings, personnel and
training, and community policing.

Metrods System Security an¢(SLE)law Enf orcement
We found that SSLE has taken steps to strengthen their monitoring and oversight function. This
included the creation of a Compliance unit, which has helped to bring to management and the
Board’s attention issues related to contract budgets and the use of funds. However, SSLE can
further strengthen its oversight function as well as overall transit security performance by improving
controls in areas such as community policing and key performance indicators.
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. BACKGROUND

The Los Angeles County Metropolitan Transportation Authority (Metro) is the region’s principal
agency for multi-modal transit operations. Metro operates transit service from eleven (11)
geographically distinct bus divisions, four light rail lines, and two subway lines. In addition, critical
rail infrastructure includes Union Station, 7th & Metro Station, and Willowbrook/Rosa Parks
Station. Critical bus infrastructure includes the Harbor/Gateway Station and EI Monte Transit
Center.

In 2017, Metro awarded three separate five year firm fixed unit rate contracts to the Los Angeles
Police Department (LAPD), the Los Angeles County Sheriff’s Department (LASD), and the Long
Beach Police Department (LBPD) (“Contractors™) for transit law enforcement services to support
day-to-day operations across Metro’s entire service area.

1. LAPD Contract No. PS5862100LAPD24750: On March 1, 2017, Metro entered a five year firm
fixed unit rate contract with LAPD to provide transit law enforcement services within the
specified coverage areas in the contract. This contract became effective on March 1, 2017, and
ends on June 30, 2022. The total contract amount is not-to-exceed $369,330,499.

2. LASD Contract No. PS5863200LASD24750: On September 1, 2017, Metro entered a five year
firm fixed unit rate contract with LASD to provide transit law enforcement services within the
specified coverage areas in the contract. This contract became effective on September 1, 2017,
and ends on June 30, 2022. The total contract amount is not-to-exceed $246,270,631.

3. LBPD Contract No. PS5862300LBPD24750: On March 23, 2017, Metro entered a five year
firm fixed unit rate contract with LBPD to provide transit law enforcement services within the
specified coverage areas in the contract. This contract became effective on March 23, 2017, and
ends on June 30, 2022. The total contract amount is not-to-exceed $30,074,628.

Except for different service coverage areas specified in each contract, the three contracts have the
same or similar scope of work including specific responsibilities, training requirements, reporting
requirements (including reports and documents submission), monthly key performance indicators
(KPI), and billing requirements. Section 1.1 of these contracts list the specific tasks that contractors
are responsible for. These tasks include:

1. Responding to calls needing law enforcement intervention including safety emergencies;

2. Conducting joint anti-terrorism drills, training sessions, and intelligence sharing with other local,
state and federal law enforcement agencies;

3. Riding Metro buses and trains, patrolling bus and rail stations/corridors, and maintaining high
visibility at key Metro critical infrastructure locations;

4. Conducting proactive anti-crime operations when not handling a dispatched call;

Participating in Metro emergency and disaster preparedness planning and drills; and

6. Collaborating with social service agencies to address the impact of homelessness on the transit
system.

o
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Metro’s System Security & Law Enforcement (SSLE) Department has oversight over the 3 law
enforcement contracts, and employs transit security officers (TSO) who provide security over Metro
facilities, perform fare compliance checks, and patrol bus and rail systems. Metro TSOs are not
sworn or certified law enforcement officers and do not have authority to detain or arrest as peace
officers.

In October 2019, Metro’s SSLE Department hired a Director of System Security Administration
and Compliance whose primary function is to monitor and provide oversight over the three law
enforcement contracts. Currently, the Compliance Unit has a staff of three: Director of Compliance,
Transportation Planner, and Assistant Administrative Analyst. ~ Their responsibilities include
reviewing monthly invoices before they are submitted to Accounts Payable for processing and
overseeing the adherence to contract requirements in areas such as Required Reporting and
Personnel and Training. Metro’s SSLE Department’s oversight and monitoring responsibilities will
be discussed further under the “Results of Audit” Section of this report.

[1l.  OBJECTIVES, SCOPE, AND METHODOLOGY

The objectives of this audit are to:

e Follow-up on the status of prior year’s audit recommendations;

e Provide an assessment on the use of contract funds;

e Evaluate transit security performance provided by the three contractors and Metro’s SSLE
Department;

e Determine contractor’s adherence to contract requirements; and

e Evaluate the effectiveness of SSLE’s oversight and monitoring function.

Due to budget constraints, the review of FY20 transit security services performance was conducted
by OIG audit staff instead of outsourcing the audit to a consultant. As a result, the objectives and
scope of this audit were streamlined from the past consultants’ reviews and is primarily focused on
the following areas:

Follow-up on 22 recommendations in FY19 Transit Security Performance Audit;
Use of Contract Budgeted Funds;

Review of Billings;

Monitoring and Oversight;

Adherence to Contract Requirements;

Use of GPS information on mobile phone validators; and

Metro’s access to video from police body cameras.

@TMmMmoOO>

To achieve the audit objectives, our work performed included the following procedures:
e Reviewed the three law enforcement contracts;

e Reviewed prior audit reports and work papers;
e Gained an understanding of contract requirements;
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e Requested and reviewed personnel and training records from the three law enforcement
agencies;

e Analyzed and tested invoices billed for accuracy and compliance with contract terms;

e Reviewed and evaluated SSLE’s and the three law enforcement agencies Community
Policing Plans;

e Evaluated the effectiveness of SSLE’s oversight and monitoring function.

e Interviewed and clarified issues with SSLE’s Compliance Director and staff; and

e Interviewed and clarified issues with LAPD, LASD, and LBPD staff.

We conducted this audit in accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain sufficient, appropriate evidence
to provide a reasonable basis for our findings and conclusions based on the audit objectives. We
believe that the evidence obtained provides a reasonable basis for our findings and conclusions
based on the audit objectives.

IV. RESULTS OF AUDIT

A. Follow up on Prior Audit Recommendations

The Metro Board directed the OIG to perform an annual audit of each law enforcement services
contract to determine how key performance indicators are measuring up against baseline metrics
and to ensure that Metro is receiving the services it is paying for. To accomplish this directive, the
OIG hired a consultant to perform the security performance review for fiscal year 2019 (FY19).
BCA Watson Rice, LLP, was selected to perform this review.

The audit of FY19 Transit Security Performance identified 22 recommendations for improving
transit security performance. These recommendations are summarized in the Appendix to the report
(20-AUD-07 Final Report FY19 Metro Transit Security Performance_2020.03.27, which is posted
on OIG website). The 22 recommendations were made to enhance performance efficiency and
effectiveness in the following transit security areas:

Metro System Security & Law Enforcement (SSLE) Monitoring and Oversight

Crimes reporting accuracy and completeness

Response times for all categories of dispatched incident calls for service

Key performance indicators (KPI) for law enforcement services, including base line target levels
of performance for each KPI, and development KPIs for Metro Transit Security

Development of a Metro Community Policing Plan

e Monitoring each law enforcement services contract to ensure compliance with contract
requirements in areas such as:

Personnel and training

Billings and submittal of invoices
Required Reporting

Equipment Requirements

o O O O
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We performed a follow-up review on the status of the 22 recommendations made for the FY19
Transit Security Performance Audit. During the follow-up review, we interviewed and held
meetings with various officials from System Security & Law Enforcement (SSLE); clarified issues
with BCA Watson Rice WR, LLP, who performed the FY19 audit; reviewed and analyzed related
documents; reviewed the Schedule of Recommendations and Proposed Actions for the 22
recommendations submitted by SSLE; compared and verified the status of recommendations and
issues with our FY20 Transit Security Performance Audit.

For the 22 recommendations, Metro’s SSLE agreed with 16 of the 22 recommendations and
disagreed with six. For the 16 agreed recommendations, SSLE’s proposed actions for 14
recommendations were implemented and the proposed actions for the other two recommendations
are on-going. Although, SSLE initially disagreed with six recommendations, after discussions with
the OIG, agreements were reached on all six recommendations. SSLE has either implemented or are
developing proposed actions on four recommendations. These recommendations pertain to crime
reporting by the law enforcement agencies and the training requirement for their personnel. We found
SSLE’s proposed actions responsive to the said four recommendations.

Another two recommendations pertain to issues on billings by LAPD and LASD. It was
recommended that SSLE continue to review and monitor the billings, payments, and contracts to
identify and resolve billing discrepancies and to ensure that costs do not exceed the annual estimated
contract amount. SSLE explained that they have already undertaken actions to address these issues.
We found SSLE’s actions partially responsive to these two recommendations. Our current audit,
however, still found some issues related to billings, as discussed in Section C.

As a result of FY19 audit recommendations, SSLE has taken actions to strengthen its monitoring
and oversight function by establishing a Compliance Unit, creating a Compliance Audit Manual,
and developing a process where a 100% of invoices are reviewed by SSLE before they are submitted
to Accounting for payment. However, SSLE still needs to be responsive to recommendations in
areas such as community policing and key performance indicators.

See Appendix B for the Schedule of FY 19 Audit Recommendations and SSLE’s Proposed Action.

B. Use of Contract Budgeted Funds

In 2017, Metro awarded three separate five-year firm fixed unit rate contracts to the Los Angeles
Police Department (LAPD), the Los Angeles County Sheriff’s Department (LASD), and the Long
Beach Police Department (LBPD) for transit law enforcements services to support day-to-day
operations across Metro’s entire service area. The amount of these three contracts totaled
$645,675,758. However, in March 2021, Metro’s System Security and Law Enforcement (SSLE)
Department requested, and Metro’s Board approved, a modification to increase the overall total of
the contract amount by $36,000,000 to $681,675,758 to cover costs through December 31, 2021.
SSLE advised that the modification was needed to cover significant costs incurred since the
beginning of the contract period for augmented outreach services for the unhoused population. In
addition, funds were needed for enhanced deployments to cover special events, employee and
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customer complaints for increased services, and unforeseen circumstances necessitating the
deployment of additional contractor resources above and beyond the original budgeted personnel
(See Appendices C — E).

Former management authorized additional services increasing the contract price by millions of
dollars for which there was no reserve amount in the budget to fund and did not obtain Board
approval or involve Procurement in the amendment of the contract (See Appendices F- G).

Metro’s Office of Management and Budget should monitor the budget of the law enforcement
contracts. A budget of 1/5 per year of a five-year contract should be imposed (unless different
programming of funds is allotted per year).

1. LAPD Contract No. PS5862100LAPD24750

On March 1, 2017, Metro entered into a five-year firm fixed unit rate contract with LAPD to provide
transit law enforcement services within the specified coverage areas in the contract. The contract
became effective on March 1, 2017, and ends on June 30, 2022. The original total contract amount
for five years was not-to-exceed $369,330,499. As shown in schedules 1 - 3 below, the total amount
invoiced for the first three years of the contract, including FY20 ($94,573,134) totaled
$257,588,298, with an available balance of $111,742,201 based on the original contract budget.
This equates to 70% of the original budget being used by the end of contract year 3, with 30% of
contract funds available for the remaining two years of the contract. In the first three years of the
contract, on average, the amount invoiced per year totaled $86 million. However, based on the
contract budget, the average amount budgeted for the first three years of the contract was $71 million
per year. This equated to an average shortage of approximately $15 million a year for the first three
years of the contract.

The contract modification effective March 2021, increased the overall contract amount by
$21,526,518 to a total contract amount not-to-exceed $390,857,017. As of April 1, 2021, for FY 21
an additional $5,258,218 has been invoiced, reducing the funds available from the original contract
budget to $106,483,983. However, this amount only covered invoices for work performed up to the
period ending August 1, 2020 (1 month in FY 21). With the addition of the $21,526,518
(modification #2), the amount of funds available as of April 1, 2021, based on the revised budget is
$128,010,501. Therefore, for the remaining two years of the contract, the estimated funds available
for each year would be approximately $64 million. As mentioned earlier for the first three years of
the contract, on average, the amount invoiced per year totaled $86 million. Hence, for FY21 and
FY22 (fiscal years 4 and 5), there would be an estimated shortage of approximately $22 million per
year for this contract alone.
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LAPD Original Contract Budget: $369,330,499
LAPD Revised Contract Budget: $390,857,017 (Modification #2 added $21,526,518)

Schedule 1 - LAPD Contract Budget vs Amount Invoiced

Contract Budget Amount
Contract Year Per Year Amount Invoiced | Over/Under Budget

1(FY 18) $70,098,520 $78,291,243 ($8,192,723)

2 (FY 19) 69,495,306 84,723,931 (15,228,625)

3 (FY 20) 73,652,923 94,573,124 (20,921,201)

4 (FY 21) 76,531,010

5 (FY 22) 79,552,740

TOTAL $369,330,499 $257,588,298

Schedule 217 LAPD Original Budget
Estimated Funds Available at End of FY20

Percentage of
Original Contract Total Invoiced at Total Contract Available Funds
Amount End of Year 3 Budget Remaining Remaining
$369,330,499 $257,588,298 $111,742,201 30%

Schedule 37 LAPD Revised Budget
Estimated Funds Available as of 4/1/21 (*)

Percentage of
Revised Contract Total Invoiced as of Total Contract Available Funds
Budget 4/1/21 Budget Remaining Remaining
$390,857,017 $262,846,516 $128,010,501 33%

(*) Metro’ Board approved modification to increase contract amount in March 2021.

2. LASD Contract No. PS5863200LASD24750

On September 1, 2017, Metro entered a five-year firm fixed unit rate contract with LASD to provide
transit law enforcement services within the specified coverage areas in the contract. This contract
became effective on September 1, 2017, and ends on June 30, 2022. The original contract amount
was not to exceed $246,270,631. As shown in schedules 4 - 6 below, the total amount invoiced for
the first three years of the contract, including FY20 ($60,405,468) totaled $159,091,656, with a
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remaining available balance from the original contract amount of $87,178,975. This equates to 65%
of the original budget being used by the end of contract year 3, with 35% of contract funds available
for the remaining two years of the contract. In the first three years of the contract, on average, the
amount invoiced per year totaled $53 million. However, based on the contract budget, the average
amount budgeted for the first three years of the contract was $48 million per year. This equated to
an average shortage of funds of approximately $5 million per year for the first three years of the
contract.

The contract modification effective March 2021, increased the overall contract amount by
$11,325,520 to a total contract amount not-to-exceed $257,596,151. As of April 1, 2021, an
additional $37,089,274 has been invoiced for FY21 (Fiscal Year 4), reducing the funds available to
$61,415,221 based on the revised budget. This amount covered invoices for work performed up to
the period ending January 31, 2021. Therefore, for the first 7 months of FY21 (Fiscal Year 4), on
average, LASD invoiced Metro approximately $5.3 million a month. With 17 months remaining on
the contract, estimated funds needed to cover the remaining life of the contract would be
approximately $90 million (17months x $5.3 million). However, as previously stated the remaining
funds available is approximately $61 million, resulting in an estimated shortage of $29 million for
the remaining two years.

LASD Original Contract Budget: $246,270,631
LASD Contract Budget: $257,596,151(Modification #2 added $11,325,520)

Schedule 4 - LASD Contract Budget vs Amount Invoiced

Amount
Contract Budget Over/Under
Contract Year Per Year Amount Invoiced Budget
1 $41,586,561 $41,114,094 $472,467
2 51,171,017 57,572,094 (6,401,077)
3 51,171,017 60,405,468 (8,874,451)
4 51,171,018
5 51,171,018
TOTAL $246,270,631 $159,091,656
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Schedule 51 LASD Original Budget

Estimated Funds Available at End of FY20

Total Invoiced at

Percentage of

Original Contract End Total Contract Available Funds
Budget of Year 3 Budget Remaining Remaining
$246,270,631 $159,091,656 $87,178,975 35%

Schedule 6 1 LASD Revised Budget

Estimated Funds Available as of 4/1/21 (*)

Revised Contract
Budget

Total Invoiced as of
4/1/21

Total Contract
Budget Remaining

Percentage of
Available Funds
Remaining

$257,596,151

$196,180,930

$61,415,221

24%

(*) Metro’ Board approved modification to increase contract amount in March 2021.

3. LBPD Contract No. PS95866000LBPD24750

On March 23, 2017, Metro entered a five-year firm fixed unit rate contract with LBPD to provide
transit law enforcement services within the specified coverage areas in the contract. This contract
became effective on March 23, 2017, and ends on June 30, 2022. The original total contract amount
was not to exceed $30,074,628. As shown in schedules 7 - 9 below, the total amount invoiced for
the first three years of the contract including FY20 ($6,761,852) totaled $20,105,970, with an
available balance from the original contract amount of $9,968,658. This equates to 67% of the
original budget being used by the end of contract year 3, with 33% of contract funds available for
the remaining two years of the contract. In the first three years of the contract, on average, the
amount invoiced per year totaled $6.7 million. However, based on the contract budget, the average
amount budgeted for the first three years of the contract was $5.6 million per year. This equated to
an average shortage of $1.1 million per year for the first three years of the contract.

The contracted modification effective March 2021, increased the overall amount by $3,147,962 to
a total contract amount not-to-exceed $33,222,590. As of April 1, 2021, due to unresolved billing
issues between Metro and LBPD (these issues will be discussed further in the next section), the last
invoice processed and paid by Metro was for May 2020. Therefore, with the addition of $3,147,962
(modification #3), total funds available for years 4 and 5 would be approximately $13,116,620. This
would on average, provide an estimated $6,558,310 million per year. However, the average amount
invoiced per year for the first three years of the contract totaled $6,701,990. This results in an
estimated shortage of approximately $143,680 per year for the last two years of the contract.
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Original Contract Budget: $30,074,628
Revised Contract Budget: $33,222,590 (Modification #3 added $3,147,962)

Schedule 7 - LBPD Contract Budget vs Amount Invoiced

Contract Budget Amount
Contract Year Per Year Amount Invoiced | Over/Under Budget
1 $5,459,271 $6,344,849 ($885,578)
2 5,517,674 6,999,269 (1,481,595)
3 5,959,087 6,761,852 (802,765)
4 6,316,633
5 6,821,963
TOTAL $30,074,628 $20,105,970

Schedule 8 1 LBPD Original Budget
Estimated Funds Available at End of FY20

Percentage of

Original Contract
Budget

Total Invoiced at
end of Year 3

Total Contract
Budget Remaining

Available Funds
Remaining

$30,074,628

$20,105,970

$9,968,658

33%

Schedule 917 LBPD Revised Budget
Estimated Funds Available as of 4/1/21

Revised Contract

Total Invoiced as of

Total Contract

Percentage of
Available Funds

Budget 4/1/21 Budget Remaining Remaining
$33,222,590 $20,105,970 $13,116,620 39%
*)Metro’ s Boar d a ptpimcreageeodtrachandunt in Marca 20210 n

SSLE should review the history of each agency’s use of contract funds and determine what actions
can be taken to help mitigate what appears to be a shortage of funds for the remaining life of the
contracts, even after the addition of the $36 million approved by Metro’s Board in March 2021.
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Observations Related to the Use of Contract Budgeted Funds

Our review of invoices for the three law enforcement agencies for the period of July 1, 2019 — June
30, 2020 (FY20), found that there were other factors in addition to the regular monthly charges that
had an impact on the use of contract funds.

Special Events and Enhanced Deployments

Based on our review of FY20 invoices for LAPD and LASD, we found that there were many
invoices for additional services provided by these agencies other than for their regular duties. These
additional services are identified as special events and enhanced deployments (See complete lists of
these invoices at Appendices C — E). We found that Metro reimbursed the law enforcement agencies
for providing services at special events such as Rams and Dodgers games, the Rose Parade, and the
LA Marathon. In addition, the invoices show that the majority of services provided was for
enhanced deployments. For example, LAPD was reimbursed $16.5 million in FY20 for these
additional services. Approximately $15.7 million was for enhanced deployments and about
$800,000 was spent on special events. Our concern is whether Metro should be reimbursing law
enforcement agencies for events that take place on a regular basis (i.e. Dodgers games, Rose Parade,
etc.), where even if there was no Metro contract, the law enforcement agencies would probably be
providing enhanced services and whether the private commercial enterprises putting on these events
should be charged back for the additional services required. If law enforcement agencies are already
charging these enterprises for their expenses, we think they should include any additional
deployment related to transportation for direct payment thereby avoiding the need to charge Metro..

When we brought this issue to the attention of SSLE and were advised that Metro (SSLE and/or
Operations) can request additional services. They also advised that Metro’s Board on occasion has
requested additional services. For example, in October 2019, Metro’s Board requested that the
enhanced deployment related to work being performed on the Blue Line continue. SSLE also
informed us that special events and enhanced deployments are unplanned and the majority of the
enhanced deployments are requested by Metro. SSLE stated that they also share our concern with
special events, and is currently exploring the idea of working with the venues to reimburse Metro
for special events (venues) moving forward.

1. LAPD. Inthe LAPD contract, under Section 7.0 — Billings, itstates:“ | n t he event

threat levels, special events, the need for increased crime suppression, or other exigent
circumstances necessitating the deployment of additional Contractor resources above and
beyond the budgeted personnel, LACMTA may request that contractor deploy additional
resources. When such resources are deployed at the request of LACMTA, LACMTA agrees to
reimburse contractor for the costs of all additional resources deployed . ”

As mentioned above, our review of invoices and billing information for LAPD for the period of
July 1, 2019 to June 30, 2020 found that Metro reimbursed LAPD approximately $16,555,285
for special events and enhanced deployments during year 3 of the contract. Payments for these
additional services divert funds that have been allocated to cover the regular contracted services.
In fiscal year 2020, the total amount invoiced from LAPD was $94,573,124, and special events
and enhanced deployments accounted for approximately 18 % of this amount.
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2. LASD. Similar to the LAPD contract, the LASD contract also addresses the need for additional

services. In Section 7.10 of the LASD contract, itstates:* LACMTA i s not l' i mited

indicated inthe LosAng el es County Sheriff’'s Department
Form. LACMTA may also request any other service in the field of public safety, law, or related
fields within the legal power of the Sheriff to provide. Such other services shall be reflected in

a revised Los Angeles County Sheriff’s Depart

The SHAD 575 Personnel Form will be discussed further under the “Review of Billings”
Section.

Our review of invoices and billing information for LASD for the period of July 1, 2019 to June
30, 2020, found that Metro had reimbursed LASD approximately $1,706,794 for special events
and other additional services during year 3 of the contract. Similar to LAPD, payments for these
additional services reduce funds available for the regular contracted services. In year 3 of the
contract, the total amount invoiced from LASD was $60,405,468, and special events and
additional services accounted for approximately 3% of this amount.

Due to the significant amount of funds used for special events and enhanced deployments, Metro
should consider for future contracts, allocating within the budget, a separate special events reserve
amount to be used for these activities. This will help ensure that the use of funds is tracked and
monitored in the most effective and efficient manner and it will provide a more accurate picture of
each law enforcement agency’s activities throughout the contract year.

Contracted Employees Assigned to Contract on a Full-Time Basis

1. LAPD. The LAPD contract under Exhibit B - Memorandum of Costs Section, Part A.1 states:

n
he

“Sworn field personnel shall primarily ©be
However, Part A.2 of this section statoes: *
directly oversee administrative, investigative and patrol operations required under the contract.

Al l management , field supervisory and admi
Services Bureau shall be bil |ud-tmepesonnBlileg.i si o
field supervisor) wild/l be phasedOurrviewofer t

invoices and supporting documentation found that compensatory non-work hours (i.e. vacation,
sick leave, holidays, etc.) were being charged to the contract for LAPD personnel assigned to
the Transit Services Bureau on a full-time basis. This will be discussed further in the next section
under “Review of Billings.” This increased cost to Metro.

2. LBPD. The LBPD contract, also states that sworn field personnel shall primarily be assigned
to the contract on an overtime basis. But, unlike the LAPD contract, the LBPD contract is silent
on the use of full-time personnel on the contract. However, LBPD advised Metro that they have
been assigning personnel on a full-time basis since year two of the contract. This will also be
discussed further in the next section. This increased cost to Metro.

Both the LAPD and LBPD contracts in the Exhibit B — Memorandum of Costs Section, Part E states:
“ lvaices shall be based on actual services pe r f o r mA&ccdbrdihg to our discussion with the
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Senior Manager, Contract Administration, Metro payment of fringe benefits to LAPD and LBPD
employees are based on the applicable MOUs with LAPD and LBPD labor unions, which is stated
on Exhibit B — Memorandum of Costs on each of the contracts.

For future contracts, Metro should consider the impact that the use of full-time contracted personnel
will have on the use of funds over the life of the contract and whether there should be a limit on the
personnel assigned on a full-time basis.

Adjustment to Law Enforcement Services / Changes in Deployments

During our audit, we discovered that Metro’s former Chief of Systems Security and Law
enforcement drafted a letter (See Appendix F) on May 2, 2018 to the Deputy Chief of LAPD to
approve adjustments to Transit Law Enforcement Services related to the contract between Metro
and LAPD. A second letter (See Appendix G) was also drafted to the Chief of Police for LBPD on
December 5, 2018 to approve adjustments related to the contract between Metro and LBPD. The
adjustments were classified as personnel adjustments and other expenses increasing the contract
price by $35.3 million over four years for LAPD and $3.2 million for LBPD. It was anticipated that
the estimated charges be covered under the existing Metro LAPD contract. The letters also stated
that Metro staff shall review contract utilization on an annual basis and return to the Metro Board
to request additional contract authority if deemed necessary. The letters approved the services and
LAPD and LBPD acknowledged the letter as an approval for additional services. The adjustments
may be considered within the scope of the existing contract but were not budgeted or programmed
into the contract. There was no reserve account or contingency funds set aside in the budget for
these services or special events, therefore these were unfunded commitments made without authority
to increase the funding of the contract. Because the contract had funds remaining, the Metro SSLE
Chief diverted funds from budgeted activities to pay for the additional services using existing
contract funds, leaving insufficient funds near the end of the contract to pay for the originally
contemplated services as well as the other services to which he committed.

Additional information was obtained from Metro’s Procurement Contract Administrator relating to
the contract and adjustments approved by Metro’s former Chief of SSLE. The Contract
Administrator was aware of the adjustments approved by the former SSLE chief and recalls
discussions that included the Office of the Chief Executive Officer. The adjustments referred to in
the letters were considered changes in deployments by Metro Procurement and are permitted in the
contract, Statement of Work Article 7.0 and 9.0. A decision was made to fund the adjustment with
the current contract funding and delay going to the Metro Board for additional contract authority
because it was early in the contract and it was believed that additional funding may be needed during
the course of the five-year contract and a review of contract utilization will be made at a future date.
Therefore, it was contemplated by management since 2018 that additional funds would likely be
requested at some time before the end of the contract. It was obviously assumed that the Board
would have to approve additional funds or stop the law enforcement contracts prior to the end of the
term of the contracts.
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C. Review of Billings

The contracts between Metro and the three law enforcement agencies contain many areas where
contract terms are similar. However, there are a few areas in the contracts where there are
differences between one or more of the agencies. The area covering billings and invoicing is one
of these areas. For each of the law enforcement agencies we selected the month of January 2020
for detail testing of billings.

The Exhibit B — Memorandum of Costs Section of the LBPD and LAPD contracts states: “* Ni net y
days prior to the start of each fiscal year, Contractor shall submit for approval of LACMTA, a list
of maximum fully burdened rates per labor classification, together with the necessary

documentation i n supp durther, im Part € bfdhis pestianptctates:d r at e
“lnvoices shall be based on actual s@pmnvi ces
deployment plan/schedule. In no case shall billing rate for each personnel exceed the maximum

fully burdened rate set for each | abor <cl assif

1. Long Beach Police Department (LBPD)

Our review of LBPD’s January 2020 invoice identified 18 incidents where the hourly rate billed to
Metro for an individual exceeded the approved maximum fully burdened hourly rate for that
person’s job classification. Based on our work performed, this resulted in an overbilling in the
amount of $24,179. Through discussions with Metro’s SSLE Compliance Unit, we found that SSLE
had also identified this overbilling on the January 2020 invoice and additional overbillings on other
monthly invoices during this fiscal period. For the period of July 2019 to May 2020, SSLE’s
Compliance Unit identified $174,629 in overbillings. When we asked about the status of these
overbillings, we were advised by SSLE and LBPD in January 2021 that no invoices had been
processed and submitted for payment since the May 2020 invoice, due to the need for Metro and
LBPD to come to a resolution on the overbillings and how Metro will be invoiced. The delay in the
processing of invoices did not impact the services provided by LBPD.

In Exhibit B — Memorandum of Costs Section, Part A.1, it states “Sworn field personnel shall
primarily be assigned t o tHowevsr, LBRDRdvisedtmtisinco n an ¢
the second year (FY 19) of the contract, their sworn field personnel have primarily been assigned to

the contract on a full-time basis. This is relevant because as discussed in the prior section of this

report, contracted personnel working on a full-time basis instead of an overtime basis increases

Metro’s costs because a contractor can bill the costs of fringe benefits, including compensated non-

work hours directly to the contract. We asked SSLE for a copy of the contract modification that

supports this change. SSLE’s Compliance Unit advised that there is no record of a contract

modification being executed.

On March 5, 2021, LBPD advised Metro that the reason for the apparent overbillings was due to the
fact that LBPD attached the incorrect supporting documentation to the invoices. LBPD advised that
the incorrect labor detail report had been attached to the invoices as supporting documentation and
this report did not include compensated non-work hours (vacation, sick leave, holidays, etc.) billed
per individual. Further, LBPD stated that if non-work hours are included then the rate billed per
hour for each individual would be lower and there would not be incidents where the billed hourly
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rate for an individual would have exceeded the approved maximum fully burdened hourly rate for
that individual’s job classification. Therefore, in the incidents where overbillings were cited, there
would not be any if the correct report had been used. However, the use of full-time officers would
still be overall more expensive and not clearly within the terms of the current contract.

In our opinion, if Metro and LBPD agree that sworn personnel shall primarily be assigned to the
contract on a fulltime basis, then a contract modification should be executed so that the written
contract reflects current practices. In addition, Metro should: (1) Determine if the billing for fulltime
personnel should be retroactive back to year two (FY19) of the contract and (2) Review past invoices
to determine if overbillings still exists with the use of the correct supporting documentation.

2. Los Angeles Police Department (LAPD)

Exhibit B — Memorandum of Costs Section, Part E, states:“* Mont hl y bi I I i ngs will
LACMTA within sixty days after OureviewofdAPDf e ach
invoices for the period of July 1, 2019 — June 30, 2020 (FY20), found that invoices covering the

period of February 2020 to June 2020 (Invoices 20MTADPO02 — 20MTADPO06) were not processed

by SSLE until September 2020. SSLE advised that this was due to some unresolved billing issues

between Metro and LAPD that needed to be addressed.

Exhibit B — Memorandum of Costs Section, Part A.2, states: “ Contract or shall cr
Services Bureau to directly oversee administrative, investigative and patrol operations required
under the contract. Al'l management, field sup

Transit Security Bureau s hallhaddiien, itistates: | & o ud d tDinmve
personnel will be phased in over the firstthreeyear s of t he contract .’

Our review of the January 2020 invoice for LAPD found that each invoice contains a summary
schedule by work section of total monthly charges. We selected the Transit Services Bureau
Overhead and Transit Services Bureau Overtime Sections for detail testing. When we reviewed the
billings under Transit Services Bureau Overhead, we found that non-work hours such as vacation,
sick leave, and holidays were being billed to Metro under the contract. This issue was also noted in
FY 19’s audit report (Report No. 20-AUD-07, Issue March 27, 2020). When we brought this issue
to the attention of the SSLE Compliance Unit, they advised that this was one of the issues that Metro
and LAPD was trying to resolve. The contract in the Exhibit B — Memorandum of Costs Section,
Part E states: “ 1 nvoi ces shall be bas edWebalievathat aatuall serv
services performed means actual hours worked. However, as discussed earlier under “Observations
Related to the Use of Contract Funds”, it is common practice for contractors to bill “Fringe Benefits”
(i.e. vacation, sick leave, holidays, etc.) directly to a contract for individuals who are assigned to the
contract on a full-time basis. The SSLE Department advised that as of April 2021, Metro had
evaluated LAPD’s methodology in this area and has agreed without exception to allow non-work
hours to be billed to the contract. Since the cost to Metro is significantly different when full-time
staff are used, Metro should determine which positions and how many persons may be full-time and
designate a not to exceed amount.

A second issue that needed to be resolved dealt with whether the full Cost Allocation Plan (CAP)
rates should be applied to LAPD personnel that work at MTA facilities and use Metro provided
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resources in comparison to those LAPD personnel who are assigned to the Metro contract but work
out of LAPD facilities. For those LAPD personnel that work at Metro facilities, Metro is covering
some of the expenses that the CAP rates would cover, such as electricity, water, and office supplies.
Our review of the LAPD contract found that the contract is silent on this issue. However, we were
advised by Metro that as of September 2020, LAPD has agreed to lower CAP rates for those LAPD
personnel that work at Metro facilities and use Metro resources.

Exhibit B — Memorandum of Costs Section, Part E states:“ | n no case shall bi | |
personnel exceed the maximum fully MMefohke ned r
based on our review of the January 2020 invoice, that there were five LAPD personnel who worked
in the Transit Services Bureau Section, whose hourly billing rate exceeded the approved maximum
fully burdened hourly rate for their job classification. This resulted in an overbilling of $3,170.52
for that month. When we brought this to the attention of SSLE, they reviewed our work and agreed.

The SSLE Compliance Unit should review all invoices for FY20 and determine if there are any
other incidents where an individual’s billed hourly rate exceeds the approved maximum fully
burdened hourly rate for that job classification. In addition, Metro should request a refund of
$3,170.52 and any additional overbillings identified.

Additional Concern Related to Overbillings

During the course of the FY20 Transit Security Performance audit, we were informed by an
employee of LAPD about overbillings related to the contract between Metro and LAPD. The
complaint alleges that there are LAPD personnel being billed to the Metro contract that are actually
working on assignments unrelated to Metro, resulting in overbillings. The review of this matter is
ongoing and will be reported separately.

3. The Los Angeles County Sheriff Department (LASD)

Section 7.6 of the contract states: “© At 60 dagsprior to the commencement of each fiscal year,

Contractor shall submit for approval of LACMTA, a Los Angeles County Sheriff Department SH-

AD 575 Deployment of Personnel Form (SH-AD 575), together with supporting cost and deployment

information, based on agreed-u pon service | evel s fThe8H-ADB®H comin
Form list the agreed upon number of service units per each service type, and the annual costs for

each service type per unit. For example, for contract year 3, Metro and LASD agreed upon 42 Two
Deputy-56-hour service units at an annual cost of $853,857 per unit. The SH-AD 575 Form is used

by LASD to prepare their monthly invoices.

Our review of the January 2020 invoice found that the service levels and unit costs for each service
type billed on the invoice were in accordance with the approved SH-AD 575 Form in effect for
FY20.

Observation Related to Billings and Contract Language

As discussed earlier in this section, Metro agreed with LAPD and LBPD at one point to temporarily
stop processing and paying invoices due to unresolved issues related to billings. We believe what
contributed to the issues in this area stem from the lack of clarity and specificity in the contracts.
For example, in LAPD’s contract, under the Exhibit B — Memorandum of Costs Section, Part A.2,
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itstates:“* Futlilme personnel will be phased Howevar,ver t h
the contract is silent on how full-time employees will be charged to the contract, the type of costs

that will be allowed and/or disallowed. Another example is the LBPD contract that does not address

the use of LBPD personnel on a full-time basis. However, as LBPD advised, since year two of the

contract, they have been placing the majority of their personnel on the contract on a full-time basis.

Additionally, no contract modification was ever done to address the change in how LBPD assigns

personnel to the contract.

In our opinion, Metro should work to include language in the contract that more thoroughly and
clearly define how services will be billed and what costs will be allowed and/or disallowed for each
law enforcement agency. This will help ensure there are no delays in processing invoices due to
disagreements in how Metro will be billed, limit costs to Metro, and help Metro establish a more
accurate budget.

D. Monitoring and Oversight

Effective monitoring and oversight are important to the success of any process or program in helping
to ensure that services are delivered effectively and efficiently. Monitoring progress, identifying
areas of compliance, offering opportunities for technical assistance to help resolve non-compliance
issues, helps ensure that resources are used responsibly.

The FY 19 audit report (Report No. 20-AUD-07, issued March 27, 2020) noted that compliance
monitoring and oversight of the law enforcement agencies by Metro’s SSLE Department was
inadequate. This conclusion was based on their findings of non-compliance in areas such as billings,
required reporting, and the lack of monitoring and tracking of resources in the field.

We found that Metro’s SSLE Department has taken steps to strengthen their oversight and
monitoring function. In October 2019, the SSLE Department hired a System Security
Administration and Compliance Director. SSLE’s Compliance Section currently has a staff of three:
Compliance Director, Transportation Planner, and Assistant Administrative Analyst. The main
function of this unit is to monitor and provide oversight over the three contracted law enforcement
agencies. The SSLE Compliance Director advised that one way in which they are strengthening
their monitoring and oversight role is by developing a Compliance Audit Procedures Manual. The
first section completed in the manual covers the review of billings. The Compliance Director
advised that the manual which is scheduled to be completed in August 2021 will include sections
covering other contract requirements such as required reporting, and personnel and training
qualifications.

The FY 19 audit as well as this audit identified discrepancies and non-compliance issues in the area
of billings. The SSLE Compliance Director advised that they have implemented procedures to
strengthen controls over billings. Specifically, the three law enforcement agencies are now required
to submit copies of their invoices to the SSLE’s Compliance Section for review before submittal to
Metro’s Accounting Department for payment. This provides the Compliance Section with the time
to review, identify, and resolve compliance issues and other discrepancies before the invoice is
submitted for payment. We believe that the establishment of the SSLE’s Compliance Unit has
helped identify and bring resolution to some of the issues discussed in the previous section covering
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the “Review of Billings.” In addition to strengthening controls over billings, controls over the
monitoring of contracted resources in the field, which will be discussed later in the report has also
improved.

Although, SSLE has strengthened controls in some areas, there are other areas such as Community
Policing and the development of baseline metrics for Key Performance Indicators (KPIs), which
will be discussed in more detail later in this report, where actions are still needed to improve
controls. In our opinion, SSLE should continue to work on strengthening controls in the area of
monitoring and oversight. The strengthening of controls in this area will help ensure that SSLE is
performing its monitoring and oversight function in the most effective and efficient manner.

E. Adherence to Contract Requirements

1. Personnel and Training

California Commission on Peace Officer Standards and Training (POST) was established by the
Legislature in 1959 to set minimum selection and training standards for California law enforcement.
The POST Program is voluntary and incentive-based. Participating agencies agree to abide by the
standards established by POST. The POST Professional Certificate Program fosters education,
training, and professionalism in law enforcement, raises the level of competence of law enforcement
officers, and fosters cooperation between the Commission, its clients, and individuals. The
Commission, through the Post Professional Certificates Unit, awards professional certificates
comprised of the Basic, Intermediate, Advanced, Supervisory, Management, and Executive
certifications.

Metro requires that only POST certified officers be assigned to the contract. In addition to this
requirement, Section 1.2 of the contract between Metro and the law enforcement agencies list other
requirements that must be met by officers assigned to work for Metro. Some requirements are
applicable to all three contractors, others are only applicable to two of the three law enforcement
agencies. Schedule 10 below shows the personnel and training requirements that each agency’s
officers must adhere to.

Schedule 107 Personnel and Training Requirements
Personnel and Training Requirements (Section 1.2) | LAPD | LASD | LBPD

1. Only POST certified personnel are authorized to provide
law enforcement services. X X X
2. Officer/Supervisor assigned to LACMTA must hold an
active Basic, Intermediate, Advanced or Supervisory

California POST Peace Officer’s Certificate X X X
3. Command level officers must hold an active Management

or Executive Peace Officer’s Certificate. X N/A X
4. Officers must have completed their probationary period. X N/A X
5. Officers must have a minimum of eighteen (18) months of

law enforcement experience. X N/A X
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6. Officers shall not have current duty restrictions whether
due to medical or performance-based issues. X N/A X
7. Officers must attend a LACMTA safety training, X X X
8. Officers within the first six months of assignment, must
complete a 4-hour “Transit Policing” X X X

9. AIl supervisors and managers must have completed
department training equivalent to supervisory and/or
advanced POST courses. N/A X N/A

We requested from each of the three law enforcement agencies a list of the personnel that was
assigned to the Metro contract during the period of July 1, 2019 to June 30, 2020. We randomly
selected 25 officers from each agency for detail testing. We asked each agency to provide for each
of the 25 officers in the sample selection the pertinent information to validate that the officer met
all the personnel and training requirements to work on the Metro contract.

Los Angeles Police Department (LAPD)

Our review of the LAPD personnel in our sample selection found that there were two officers who
did not meet the personnel and training requirements to be on the Metro contract. Both of these
officers were not POST certified, had not passed probation, and did not have 18 months of law
enforcement experience. When we brought this to the attention of LAPD, they informed us that
overtime shifts for MTA are filled through the LAPD Cash Overtime Allotment for scheduling and
Timekeeping (COAST) system. The COAST system expressly requires that only those qualified:
having passed probation and obtained POST certification may sign up for MTA contract line spots.
The spots for June 6, 2020, however, were filled during a departmental wide mobilization where
officers were tactfully deployed to mitigate civil unrest, and they did not employ the COAST system.
We also brought this issue to the attention of SSLE. SSLE advised that they were notified about the
department wide mobilization but they were not informed about the use or non-use of the COAST
system.

In our opinion, LAPD should develop procedures to help ensure that even during departmental wide
mobilizations or special deployments that only those officers who meet all the personnel and training
requirements are placed on the Metro Contract.

Los Angeles County Sheriff Department (LASD)

Section 1.2 of the contract states:* Each sworn officer/ supervisor a
an active Basi c , I nter medi at e, Advanced or Supervis
Cer t i fOurceaiewef.a Sample of LASD personnel found five officers who were assigned to

the Metro contract but were not POST certified. When we brought this to the attention of LASD,

we were advised that although these officers were assigned to the Metro contract they never worked

on the contract. LASD informed us that it is common for deputies to be assigned to one assignment

but not actually be working there. It is called being “on loan” and it happens quite a bit.
Notwithstanding this, we believe assigning officers to the contract before they are POST certified

increases the risk that an officer may be working on the Metro contract who does not meet contract

requirements in the area of personnel and training.
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To ensure that only qualified officers are working on the Metro contract, LASD should only assign
personnel to the Metro contract after they are POST certified.

Long Beach Police Department (LBPD)

Section 1.2 of the contract states: “The contractor’ s personnel mu
probationary period, have a minimum of eighteen months of law enforcement experience, and shall
not have cur r en Ourvel §f the LBBRDt personnel in aumsamplé selection
found two officers on the Metro contract who did not have 18 months of law enforcement
experience. When we brought this to the attention of LBPD, they advised us that they recalled a
“meet and confer” between LBPD and SSLE’s prior management that “academy time” could be
used as part of the 18 months of law enforcement experience required by the contract. We inquired
if they had something in writing to support this agreement, LBPD advised that they did not have
anything. LBPD also advised that as of 2020, the practice of using academy time as part of the 18
months of law enforcement service is no longer done. We also discussed this issue with SSLE. They
advised us that they were unaware of any agreement on the use of “academy time.”

We contacted the California’s Commission on POST to gain an understanding of what counts as
law enforcement experience. An official from the Commission advised us that completion of
training at an academy does not count as law enforcement experience for POST certifications.

In our opinion, LBPD should ensure that all officers before they are assigned to the Metro contract
have completed the required 18 months of law enforcement experience, not including “academy”
training, and have met the other personnel and training requirements to work on the Metro Contract.

SSLE should review the qualifications of a sample of officers assigned to Metro from each of the
three law enforcement agencies on a periodic basis. This will help ensure that only those officers
who meet contract requirements are working on the Metro contract.

Observation related to Required Training

Our review found that there were several officers who had taken the required trainings (Safety and
Transit Policing) two or more years ago. To ensure that these officers remember the pertinent issues
that were addressed in these trainings, Metro should consider developing and requiring officers to
take refresher courses after two or more years on the contract. This will also help ensure that new
or updated training material is communicated to officers that have worked on the contract for a
while.

2. Required Reporting and Key Performance Indicators

a. Required Reporting

Section 2.1 of the contract between Metro and the three law enforcement agencies require
contractors to provide Metro on a regular basis with various types of information and reports.
To determine if the contractors are adhering to this contract requirement, we requested each
contractor to provide examples of each type of report or document submitted to Metro to
support the required information requested. We reviewed reports and other information to
determine if contractors were following contract requirements. We also verified with
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Metro’s SSLE department whether each contractor was submitting the required reports and
information on a timely and consistent basis. Schedule 11 below provides a list of the reports
and information required to be submitted by each law enforcement agency.

Schedule 117 Required Reportin
REPORTS REQUIRED (SECTION 2.1) LAPD LASD LBPD

1. Weekly schedule for each watch or shift. Must
include each employee’s name, actual hours

worked, assignment and rank X X X
2. Daily summary of work activity for each

employee X N/A N/A
3. Watch Commander Summary of Major Events

of the day N/A N/A X
4. Monthly summary of crime activity, citations

issued, arrests made X X X
5. Monthly summary of commendations and

complaints X X X
6. The number of cases referred for follow-up

investigation and the subsequent disposition X X N/A

7. Monthly report on the number of Part 1 crime
cases referred for follow-up investigation and
the subsequent disposition N/A N/A X

8. After-Action Reports following special
operations, emphasis details and/or major
incidents

X X X

9. Annual Community Policing Plan X X X
10. Monthly summary of Problem Oriented

Policing projects X X X

11. Executive Summary of Major Events/Incidents
on the Metro System (distribution to
LACMTA’s CEO, DCEO, COO, Chief of Risk
Safety and Asset Management and Chief of
System, Security and Law Enforcement) N/A N/A X

12. Law Enforcement Sensitive Reports
(distribution to LACMTA’s CEO, DCEO,
COQO, Chief of Risk Safety and Asset
Management and Chief of System, Security and
Law Enforcement) X X N/A

Overall, we found that all three law enforcement agencies adhered to contract requirements related
to required reporting.
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Observation on Required Reporting

For future contracts, Metro with input from the three law enforcement agencies should review the
reports and information currently required to be provided by the contractors to determine if the
information is still relevant and helps ensure that transit security services are operating in the most
effective and efficient manner. As part of this review, Metro should assess how each report and/or
item of information is currently being used and whether requesting different or additional
information would be more beneficial.

b. Key Performance Indicators

Key Performance Indicators (KPIs) measure progress toward intended results. KPIs provide
a focus for strategic and operational improvements, create an analytical basis for decision
making and help focus attention on what matters the most. Managing with KPIs include
setting targets (the desired level of performance) and tracking progress against that target.

Good KPIs:

Provide objective evidence of progress towards achieving a desired result;
Measures what is intended to be measured to help inform better decision making;
Offer a comparison that gauges the degree of performance change over time; and
Can track the efficiency, effectiveness, quality, and timeliness of performance.

Key Performance Indicators: Section 2.2 of the contract between Metro and the three law
enforcement agencies state: “ LACMTA and the Contractor
performance metrics to capture:

Number of foot and vehicle patrols of transit centers and train platforms/plazas/stations
Ratio of staffing levels and vacant assignments

Ratio of proactive versus dispatched activity

Number of train boardings

Incident response times

Number of fare enforcement operations

Number of grade crossings operations

LACMTA will provide details of each required KPI, including definitions, raw data required and
calculations. LACMTA will use these KPIs as part of the contract monitoring and evaluation
process.”

Our review of reports and information provided by the three law enforcement agencies under the
contract reporting requirements found that the agencies are already providing most of the
information necessary to measure their performance against baseline performance metrics
established for the specific areas identified in Section 2.2 of the contract. However, we found that
Metro’s SSLE department has not worked with the agencies to develop specific baseline metrics.
When we asked SSLE about the development of baseline performance metrics, they advised that
they have evaluated the KPIs and found them meaningful and reasonable and they are working on
putting the framework together to develop baseline targets/goals with each agency. Establishing
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targets and goals will help determine if a law enforcement agency is over or under performing in a
key performance area. Also, establishing targets and goals can also be used as a tool to help ensure
that SSLE is performing their monitoring and oversight function in the most effective and efficient
manner. In addition, the development of baseline performance metrics advises the contractors on
what is expected of them.

As a tool to help monitor overall transit security performance, SSLE with input from the three law
enforcement agencies should develop baseline performance levels (targets/goals) in critical
performance areas to help track and gauge how well each agency is performing.

3. Community Policing

The U.S. Department of Justice — Office of Community Oriented Policing Services (COPS) is

responsible for advancing the practice of community policing by the nation’s state, local, territorial,

and tribal law enforcement agencies. COPSstates:* Communi ty pol i cing begi ns
to building trust and mutual respect between police and communities. It is critical to public safety,
ensuring that all stakeholders work together t
and communities collaborate, they more effectively address underlying issues, change negative

behavi or al patterns, and allocate resources.”’”

Community Policing — Section 3.0 of the contract between Metro and the law enforcement agencies
state: “ The contractor shal/l update annually the L
Building and sust ai ning community partnerships I S C¢
vulnerability to crime. This will require periodic attendance at community meetings and other events
designed to foster LACMTA’s rel ati bpoddagtap wi t h
with specific training in Problem Oriented Policing in order to assist LACMTA in addressing

l ongstanding challenges related to crime, blig

Metrobds System Security and Law Enforcement De

We found that the SSLE Department has not developed an agency wide Community Policing Plan.
This issue was also noted in the FY19 audit report (Report No. 20-AUD-07, Issued March 27, 2020).
SSLE’s System Security Administration and Compliance Director advised that she is aware of the
importance of having a plan and that she will be working with SSLE’s management in the near
future to develop one. Developing a written Community Policing Plan and updating it annually is
important because it:

¢ Identifies the actions that Metro plans to take to develop relationships and trust within the
community;

e Communicates to Metro’s officers the importance of being visible within the community by
partnering with groups and individuals to reduce crime and address other issues facing the
community;

e Documents the specific training provided to Metro officers in the area of Problem Oriented
Policing;

e Serves as a benchmark to determine if Metro is meeting its goals; and

e Provides guidance to the three law enforcement agencies in the development of their annual
Community Policing Plan.
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Metro should develop and update annually a written agency-wide Community Policing Plan that
clearly defines the agency’s goals and objectives for establishing and building on relationships
within the community to address longstanding challenges with crime and other issues.

We obtained a copy of each of the law enforcement agency’s Community Policing Plan and
reviewed each plan to determine its adherence to contract requirements.

Los Angeles Police Department (LAPD)

Our review of LAPD’s Community Policing Plan found that it provided an overview of the types of
community policing and outreach activities that they plan to participate in to help build relationships
and trust within the community. However, the plan did not provide a description of the specific
training that is provided to their officers in the area of Problem Oriented Policing. The contract in
Section 3.0 — Community Policing states: “The contractor shall provide staff with specific training
in Problem Oriented Policing in order to assist LACMTA in addressing longstanding challenges
related to crime, blight, and disorder.” When we asked LAPD about this training, they advised that
Community Focused & Problem Oriented Training is at the core of their operations. They provided
a list of the types of training they provide in this area. Our review of the list found that the training
included for example, De-escalation and Crowd Control training and Mental Health Intervention
Training. In addition, LAPD informed us that in March 2021 as a result of the recent civil unrest in
the country, the city of Los Angeles created the Anti-Bias Learning Initiative and Implicit Bias
Training program which has been mandated for all city of Los Angeles employees.

To ensure that contract requirements are adhered to, LAPD should include in its Annual Community
Policing Plan, a description of the specific training provided to its officers in the area of Problem
Oriented Policing.

Los Angeles Sheriff Department (LASD)

LASD’s Community Policing plan provides a list of actions that the agency plans to take to promote
their community policing activities. The plan also discusses their mission which includes promoting
a safe and secure transit environment and providing premier customer service and support.
However, similar to LAPD, the plan does not provide information on the specific training in the
area of Problem Oriented Policing that the contract requires be provided to officers on the Metro
contract. When we asked LASD about this training, they advised that their deputies are provided
with annual training in this area that includes: De-escalation training, Tactical Communications
Training, Mental Health Refresher Training, and Racial Profiling/Cultural Diversity Training.

To ensure that contract requirements are adhered to, LASD should include in its Annual Community
Policing Plan, a description of the specific training provided to its officers in the area of Problem
Oriented Policing.

Long Beach Police Department (LBPD)

Our review of LBPD’s plan found that it adhered to contract requirements. It provided an overview
of community activities that officers from LBPD had participated in as well those that they plan to
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be a part of and/or host. In addition, LBPD’s plan included a description of the specific training
that its officers receive in the area of Problem Orienting Policing. The LBPD’s Community Policing
Plan states that officers receive 10 hours of Implicit Bias Training, 8 hours of Procedural Justice
Training, 23 hours of Cultural Diversity/Discrimination Training and 18 hours of Policing in the
Community Training.

F. Use of GPS Information on Mobile Phone Validators

Metro provided the contract law enforcement officers with Mobile Phone Validators (MPV
smartphones) which are GPS enabled to provide information on the location and movement of MPV
and law enforcement resources. One of the findings in FY 2019 report was that “SSLE has made
little progress implementing a mechanism for verifying contracted law enforcement actual presence
using smartphone location services / GPS.”

In October 2019, Los Angeles Metro executed a contract modification for a TAP Mobile Phone
Validator (MPV) application with Axiom Xcell, Inc. (Contractor) to extend the period of
performance and proceed with implementing new enhanced features to improve functionalities and
capabilities for the MPV used by fare compliance officers and contracted law enforcement.
However, after reprogramming the devices and conducting field tests, SSLE determined that the
design of the current dashboard is slow and labor intensive when trying to obtain information on the
location and movement of MPVs and law enforcement resources.

We inquired with SSLE about the updates on this program and they stated that the GPS function
showed uneven to subpar results. When specific dates, times, deployment periods and watch/shift
are researched, the results are sporadic and unreliable. This is due, at least in part, to poor
connectivity in the subterranean portions of the system. Once Officers enter the underground portion
of the Metro system, their location is not detected by the satellite which isolates their position until
they surface again. The inability to obtain location information of law enforcement resources has
been a continuing issue, and currently, neither the contractor or Metro ITS has a solution to this
problem.

In September 2020, the SSLE compliance group began using reports generated by the contractor’s
Mobile Device Management (MDM) system and compared the data with the submitted law
enforcement daily deployment schedules for Officers/Deputies. The MDM was used to validate law
enforcement resources that logged into and off the MPV application, date and time, and what
location.

Even though it was beyond our audit period, we asked SSLE to provide information for the period
covering December 13, 2020 to January 3, 2021 which we used in our sample testing. The MDM
reports provided information on the time the officers logged in and out using the MPV, although the
reports did not show their location. Based on our examination of the deployment schedules, we
determined that LAPD and LBPD had a compliance rate of 100% and 93% respectively, in logging
into the MPV application. However, during the subject testing period, LASD had a compliance rate
of only 9%, with only one shift partially complying with logging into the MPV application.
According to the SSLE Director, LASD explained that they had not really used the MPVs in the
first few months because they were not familiar on how to use them. The SSLE Director developed
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and provided an MPV user guide to LASD. Since then, LASD has complied with the requirement
of logging into the MPV application and now registers a compliance rate between 96% to 100%.

While we saw significant improvement in monitoring the resources since the establishment of the
Compliance unit within SSLE, we believe that certain procedures could be improved.

SSLE should determine if the Metro issued MPV smartphones provide reliable and meaningful
information on the amount of time the contracted law enforcement officers spend on various parts
of the Metro System.

Observation related to TAP Reports

Effective February 14, 2021, SSLE began using Metro’s TAP reports in monitoring the law
enforcement resources by comparing the data with the submitted law enforcement daily deployment
schedules to validate contractual compliance when boarding Metro’s buses and trains, and patrol
bus and rail stations/corridors at contracted locations. All Officers and Deputies on duty are required
to TAP their issued Metro badge on all TAP machines when boarding buses, riding trains, and
accessing rail stations/corridors. Every month, SSLE performs a 15-day audit of the selected sample
and based on their March 1 to 15, 2021 audit, the compliance rate for the three law enforcement
agencies ranged from 67% to 86%. The effectiveness of using TAP reports to monitor deployment
of law enforcement resources will be reviewed again in our FY21 audit of Metro Transit Security
Services Performance.

The Director, Systems Security Administration and Compliance stated she believes that Metro TAP
reports are more effective in verifying the presence of the contracted law enforcement resources.
The MPVs, on the other hand, require a significant amount of time to maintain including re-
programing when they are wiped clean or locked. The MPV will be wiped clean if the Personal
Identification Number (PIN) is entered incorrectly five times; it will be locked if the PIN is entered
incorrectly three times and if the user attempts to log into the MPV application but is not enrolled
in the MDM database. Based on SSLE report, 690 MPVs were wiped and reprogrammed as of
February 18, 2021. Wiped devices must be re-programmed from scratch as if the device is new and
factory-reset, whereas locked devices can be unlocked remotely by a member of the Compliance
Group via the MDM system.

We recommend that SSLE determine whether the use of TAP reports is the most effective approach
to monitoring and overseeing contracted law enforcement resources to ensure that the resources
Metro is paying for are actually present and providing contractual law enforcement services.

G.Metrodés Access to Video from Police Body Cam

Cameras provide additional documentation of police encounters with the public and may be an
important tool for collecting evidence and maintaining the public trust. Body cameras will also
protect the police, since the footage can be used as evidence to justify their actions. SSLE has not
discussed or established any requirement on the use of Body Worn Cameras (BWCs) and obtaining
BWC recordings to date. The policy for the use of BWCs and criteria for BWC recordings fall within
the policies for each respective law enforcement agency.
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According to the Director, Systems Security Administration and Compliance, LBPD begun wearing
body cameras while policing the Metro system in April 2020. LAPD has started testing their body
worn camera program with an expected roll out date of April 2021, and LASD anticipates their body
worn camera program will roll out in October 2021.

LBPD

We reviewed the policies on BWCs provided by LBPD to determine when recordings should be
made. Based on their policy, “officers equipped with a BWC shall activate their camera during
enforcement related contacts whether self-initiated or in response to a dispatch call.” Enforcement
related contacts include, but are not limited to the following: traffic collisions, detentions, arrests,
searches, crimes in progress, demonstrations, protests, unlawful assemblies, and consensual
encounters.

We asked for video clips from LBPD but were informed that based on their policy, they are
prohibited from accessing, copying, forwarding, or releasing any digital evidence for other than
official Police Department use. A public records request to the City of Long Beach via
www.longbeach.gov/police would be necessary to release any body worn camera footage.

In the absence of video clips, we asked LBPD to provide any report that shows camera data (i.e.
stamped time, date, location) proving that the Officers wore their body cameras. LBPD submitted
the Device Audit Trail (DAT) which showed the date and time each officer wore his BWC, as well
as the time it was activated, deactivated, and switched off at the end of his/her shift. We compared
the data on the DAT with the work schedule of the selected law enforcement personnel and based
on our review, the sampled LBPD Officers wore body cameras during their entire shift and activated
them only during enforcement-related contacts, as stated in the policy. The Device Audit Trail,
however, did not show the location of the law enforcement personnel.

LAPD

During our audit of the FY20 contracts, we found that LAPD officers are required to utilize the
Body Worn Video (BWV) equipment starting March 8, 2021, in compliance with their BWV policy.
LAPD stated that all sworn officers working on the Metro transit system wear body cameras
throughout their shift. Based on LAPD’s Special-Order No. 12 and Pre-activation Buffer
Requirements Notice, officers shall activate their BWV devices prior to initiating any investigative
or enforcement activity involving a member of the public. LAPD and Metro have yet to establish
protocols regarding accessibility to body camera video and other information obtained with the use
of the equipment.

LASD
As stated earlier, LASD plans to roll out their BWC Program in October 20021.

We recommend that Metro include in future contracts the requirement of wearing body cameras by

all contracted law enforcement personnel. This will help improve police law enforcement
accountability and transparency in order to regain and increase public trust and confidence.
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SSLE, as part of its oversight responsibilities should also discuss and develop with law enforcement
agencies procedures on how to access the video footage when necessary. These agreed upon
procedures should be incorporated into future contracts.

V. CONCLUSION

Contracted Law Enforcement Agencies

We found for the areas covered in this audit that the three law enforcement agencies for the most
part, provided transit security services in accordance with contract requirements. However, as
discussed in this report, we did identify for two or more of the agencies, non-compliance items in
the areas of billings, personnel and training, and community policing. The three law enforcement
agencies should continue to be vigilant in adhering to all contract requirements. This will help ensure
that Metro’s overall transit security services are operating in the most effective and efficient manner.

Metrobs System Security awesd(SSLE)w Enf or cement Serv

We found that SSLE has taken steps to strengthen their monitoring and oversight function. This
includes creating a Compliance Unit whose main responsibility is to monitor and ensure that the
three law enforcement agencies are adhering to contract requirements, reviewing 100% of invoices
before they are submitted to Accounting for payment, and being able to monitor and track contract
resources in the field. SSLE can further strengthen its oversight function as well as overall transit
security performance by working with the law enforcement agencies to develop targets and goals
for Key Performance Indicators, continuing to strengthen controls over tracking contracted
resources in the field, and developing and updating on an annual basis a Community Policing Plan.
Developing a Community Policing Plan will provide guidance not only to the law enforcement
agencies but also to Metro’s officers.

Budget Controls

We found that additional budget controls are needed to ensure that all costs for services provided
stay within the Board approved budget. Due in large part to enhanced deployments and special
events, and in small part to lack of controls on how many law enforcement persons can be billed at
overtime rates versus regular full-time rates including vacation and paid holidays, prior SSLE Metro
management overspent funds in early years of the contract leaving insufficient funds for the last
year of the contracts. We found special events deployment costs need to be recovered by the law
enforcement entity or Metro from the private party event host, or a contingency reserve needs to be
established for that, or both, to control spending. We also found spending needs to be programmed
on an annual basis for multi-year contracts and monitored by OMB in that way.
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VI.

Metrobds System Security and Ldaw Enforcement

RECOMMENDATIONS

SSLE should:

Review the history of each agency’s use of contract funds and determine what actions can
be taken to help address what appears to be an over use of the budget and a shortage of funds
for the remaining life of the contract.

Ensure that future contracts include a contract budget that specifies the amount of funds
budgeted for each contract year and develop procedures to help ensure that the annual
budgets are adhered to.

In future contracts, to more effectively control and track the use of contract funds, allocate
within the budget a separate reserve amount to be used for special events and enhanced
deployments.

For future contracts, consider the impact that the use of full-time contracted personnel will
have on the use of funds over the life of the contract. In addition, specify within the contract
the job classifications, and number of positions within each classification that can be charged
to the Metro contract on a full-time basis.

Execute a contract modification if it is determined that LBPD sworn personnel will be
assigned to the contract on a full-time basis.

Determine for LBPD, if the billing of full-time personnel should be retroactive back to year
two of the contract.

Review LBPD past invoices to determine if overbillings still exist with the use of the correct
supporting documentation.

Review all LAPD invoices for FY20 to determine if there are other incidents where the
personnel hourly billing rate exceeds the approved maximum fully burdened hourly rate for

the job classification.

Request a refund of $3,170.52 and any additional overbillings identified from LAPD.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

For future contracts, work with each contractor to include language in their respective
contracts that more thoroughly and clearly define how services will be billed and what costs
will be allowed and/or disallowed.

Continue to work on strengthening controls in the area of monitoring and oversight by
addressing the deficiencies cited in areas such as Community Policing and Key Performance
Indicators.

Complete and finalize the Compliance Audit Procedures Manual.

Review on a periodic basis the qualifications of a sample of officers from each of the law
enforcement agencies to determine that contract requirements are being adhered to.

For required training, consider developing and requiring officers to take refresher courses
after working on the contract for two or more years.

For required reporting, review with input from the law enforcement agencies, the reports and
information currently required to determine if changes are necessary. As part of this review

determine if different or additional information would be more beneficial.

With input from the three law enforcement agencies, develop baseline performance levels
(targets and goals) for key performance indicators.

Develop and update annually a written agency-wide Community Policing Plan.

Determine if the Metro issued MPV smartphones provide reliable and meaningful
information on the amount of time officers spend on various parts of the Metro System.

Perform further study and evaluation of TAP reports to determine whether it is the most
effective approach to monitoring and overseeing contracted law enforcement resources.

Include in future contracts the requirement of wearing body cameras by all contracted law
enforcement personnel when policing the Metro System.

Establish with the three contracted law enforcement agencies procedures for accessing video

footage from body cameras when necessary, including for compliance, auditing, and
investigative reasons.
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Los Angeles Police Department (LAPD)

LAPD should:

22. Ensure that each personnel’s hourly billing rate does not exceed the approved maximum
fully burdened hourly rate for that job classification.

23. Develop procedures to help ensure that even during departmental wide mobilizations and/or
special deployments that only those officers who meet contract requirements are placed on

the Metro contract.

24. Include in the Annual Community Policing Plan a description of the specific training
provided to its officers in the area of Problem Oriented Policing.

Los Angeles Sheriff Department (LASD)

LASD should:

25. Assign personnel to the Metro contract only after they are Post Certified and have met all
contract requirements.

26. Include in its annual Community Policing Plan a description of the specific training provided
to its officers in the area of Problem Oriented Policing.

Long Beach Police Department (LBPD)

LBPD should:

27. Ensure that the correct supporting documentation is used when preparing and submitting
invoices.

28. Assign only those officers to the contract who have 18 months of law enforcement
experience and have met all other contract requirements related to personnel and training.
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Metrobs Office of Management and Budget

OMB should:

29. Monitor and restrict spending of the contract budget into equal percentages of the contract
amount divided by the number of years of a multi-year contract (e.g. 1/5 per year of a five-
year budget) unless a different program of funding is approved by the Office of the Chief
Executive Officer.

Vil. MANAGEMENT COMMENTS TO RECOMMENDATIONS

We received management’s response to the recommendations in this report on September 9, 2021.
The response stated: “System Security and Law Enforcement (SS&LE) staff has reviewed the OIG’s
Draft Report on Audit of Metro Security Services Performance for the Fiscal Year Ended June 30,
2020 (Report No. 22-AUD-02) and takes corrective actions to each of the twenty-nine (29)
recommendations as presented in Appendix A)”. See management’s complete response in Section
IX.

VIIl. OIG EVALUATION OF MANAGEMENT RESPONSE

Metro Management’s responses and corrective actions taken are responsive to the findings and
recommendations in this report. We will review recommendations at a later date to determine that
all proposed actions have been implemented.
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IX. MANAGEMENT COMMENTS TO DRAFT REPORT

Metropolitan Transportation Authority

Metro Interoffice Memo

Date September 9, 2021
To Karen Gorman,
Inspector General

Office of the Inspegtor General
From Judy Gerhardt, ‘e
Chief System%f’ ;/L‘aw gﬁé%u\
Officer
Subject Office of the Inspector General (OIG) -
Draft Report on Audit of Metro Transit
Security Services Performance for the Fiscal

Year Ended June 30, 2020
(Report No. 22-AUD-02)

System Security and Law Enforcement (SS&LE) staff has reviewed the OIG, Draft Report on
Audit of Metro Transit Security Services Performance for the Fiscal Year Ended June 30, 2020
(Report No. 22-AUD-02) and takes corrective actions to each of the twenty-nine (29)
recommendations as presented in Appendix A, specifically.

For consistency and clarification, SS&LE staff is requesting for the OIG to consider including
in their report the letter from former management to Long Beach Police Department (LBPD)
on $3.2 Million increase in 2018 approving adjustments to Transit Law Enforcement Services
related to the LBPD Contract No. PS95866000LBPD24750 and clarifying the OIG’s result in
an estimated shortage of $143,000 per year for FY21 and FY22.

SS&LE staff is also requesting the OIG to consider our clarification to the statement “SSLE
stated that they also share our concern with special events, and they are currently looking into
whether Metro should be reimbursed for payments made to the law enforcement agencies for
services provided for such events”, found in page 4, Special Events and Enhanced
Deployments, second paragraph, last sentence to read “SSLE stated that they also share our
concern with special events, and is currently exploring the idea of working with the venues to
reimburse Metro for future special events (venues) moving forward.”

SS&LE staff appreciates the courtesy and cooperation extended to us during the review.
SS&LE staff has been, and remains, fully committed to ensure that Metro is receiving the
transit law enforcement services it is paying for.

Enclosure: Appendix A

Distribution:
Aston Greene; Ron Dickerson; Dawn Williams-Woodson and Yvonne Guan Zheng
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Appendix A

Schedule of Recommendations and Proposed Actions for FY20 Performance Audit

mmernidation

SSELE should:

Proposed Action

rmpkelicon
Jata Estimata

Feview the histony of each agency’s
usa of contract funds and determine

In efforts to sirengthen the enpoing monlaring and
oversight of the contract funds, the curent Matro
S5BLFE staffl reviewad the history of each agency's use
of contract funds and delermined:

1. Effective 032020 cease addifiona kw enforcement
resources in support of Special Events (venues such
B8 concerts, spod events, atc.) and Enhancements.

o the
conbract on & full-ime basis.

awam ful-tirme poeifons Medro allowod LEPD 1o be
assigried fo the coniract.

g  [whalaclions can be laken 1o help ESELE Agres |2, Effactive DE2020, disa to Matro's budgat constraints | 0o 2020 &
address what appears o be an over use ling from the COVID-18 pandermic, Metro SSELE 08/2020
of the budget and a shortage of funds resuling

Pl siaff natified all thres lew enforcemsnl confraciors (o
for the remaining life of the contract. suspend recruitment process to fil ¢ Fukure
vacancies and defer the acquisition of new equipment
and vehicles, Thess lypes of coste will nead o be
reniewed on a cage by cass and pre-approved by
Metro SEE8LE staff.
Metro SEALE steff will work with Medro VICM 1o enaure
Izt the approgdate form of contract (cost relmbursable
Enzure thal fulwre conbracts Include & contrect) a utiized and include language in futura Ciuring the
contract budget that specifies the confrects’ SOW rolated io cost reports thet showld be Solicitailon

a amount of funds budgeted for each SSELE Agres subamitied as a condition precedent for each momhly phase for new
conmract year and develop procedures imelcs and executive repons that provides manthly Transit Law
te help ensure that the annual budgets reports showing total contract cosis, aclual costs, Enforcement
are adhered o, curnutative 1o date, remaining batance and budgat Bemnicas

bagad an authardzed funding, plus applicabls changes,

If ey,
In futirs contracts, to more efectvaly In addiion {0 Bem no, 2 response, Melro SSELE staff g;‘ﬁ”"f ’.h“n
coniral and track the use of contract will wark with Metro VICH 1o enaure that spproprists P —

3 funds, alocate within the budgel a SS&LE Agrea  |langeags is inconporated in future contracts' SO th‘al'lsi. Law
separale amount to be used for special based on authorizad funding relsied fo special ovents Entoreament
evenis and enhanced deployments. and enhanced deployment , i @y, Soarvices

In addilion to itam no. 2 response, Metro S5&LE staff wil

wiork wilh Melro WO io ensure that, appropriate

Jangisape siech as ihe following i incorporated in Tuture

caniracts’ SOW:

1. Submitial of start up schedule for plarning the agency's

activies and resourcas. The final schadule to be

developad by he agancy in accordance with the tarms

and requiremants of the confract.
Far future contracts, consider the 2. Subrmittel of staff needad to parform senvices a5
intpact that the wse of ful-ime describad in the SOW and ensure labor rates ere During tha
conracted personnal will have on the commensurated wilh the ok perfoared, Soficitetion
use of funds over the [ife of the 3. Esteibish Direct Labar hourdy retes fved for the first phasa for new

4 contract, In addition, specify within BEELE Apres |condract year and sel a maximom escalalion increase for Trans? Law
thve contract the job cassifications, and futre: conbract yeas, par year, in accondance wilk union Enforeament
nurmber of pasitions wilhin each lshor agreaments. Sarvices
clessifieation that can ba charged to 4. Eslabiish & Est of plarmed full-tme positions with Direct
the Matro contract on a flkime basis, Labor Fiste bands.

8. Eslablish fiwed indirget rabes for each of he agancies,
tollowing provisional indinect rates as estshished and
accapted by Meiro for use in each agency's monthily
irveices, subject 1o relroactive agustments upan
completion of audits. This rale should be the only 2pphad
rate to the basa direct [abor rates for the contrect for esch
posilion, caisualing (he fully burden rate or ratss for said
position.
| Execube a conlmact modification it is Medra SSELE staflwill work with Matro YICH to [saue
5 detenmined that LBPD sworn personnel will be asaigned SEELE PR edmintstrathve modiication identifying the number of 1272021
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Recommendation — : y Propased Action |"'|':T|I=F'E!:I'.:?‘1"|IF
| Due o 1he unknows of what may e transpired
| | pEtween former LEFD [eadership and Ghief of Systam
| Security and Law Enforcement Services, the current
Matro B5&LE staff determined not fo ratroactive back
Determing for LBPD, if the biling of to year tao of the contract for bilings of full-time
full-tirve perscanel should be persennel, However, The cumenl Mairo SSELE Staf
8 retroaciive beck bo yaar two of the SSALE Agrae and LEPD, an 052021 agreed to enly kesplng ten (100 0s/2021
conract, Tullime fledd posifions and twelve (12) overiime field
positions for the remaining centract pericd of
parformance, and requested the removal of four {4) ful-
tirve positions hired without Metro's pre-approval in
0972021 & 022021,
Matro S5&LE staff has completed its reviaw of Year 1-
3 of LEPD inveizes with the use of the comecl
Roviaw LEFD poce Ivolkes (2. supporting documentation and defermine thata credit | (o
T it e s of the :ngsed e y 85&LE Agraa of £27613.08 was owed back fo Metro, this amount 13/2021
d i ariat P g has been credited back to Metra in the June 2021
: LBPD invcice. Motro S5&LE will work with LBPD to
complede the review of Year 4,
Raeview all LAPD invoices for FY20 to
determme i there are other incidenis
whera the parscanel hourly billing rate Matre SS8LE steff will work with LAPD to rendaw all
% | oucoeds the approved maximum fully SSELE RGeS omahiy FY2020 billings. 1202
burdened houry rate for the job
classification.
| Raquest a refund of $3,170.52 and any Metro SS&LE staff will shared with LARPD the suditor's
| 4 addifionsl owerbilings idendified from SSELE | Agree  (finding and request that LAPD provide a credit as 1z/2021
LAFD. approprate, if they find this to be true,
For future contracis, work with each Ouring the
eoniractsr 1o nclude language in thelr S
10 peapacihve coniructs that mara SSELE Agrag See responses o fteme no. 23 & 4 s:ilfiwm:ﬂe
! tharoughly and clearly define how o ’ Late En
i sarvices will be billed ard what oosts e Enforesmant
‘ will be allowed andior disalowsd. serdices
| . Matra SS&LE staff has recoived al fhroe law
Beninue to work an strengthening erforcement parners’ Community Policing Plans and
cenirods in the area of menitordng and .
N N will bagin 1o develop and incorperate a Meira
i qq [ouersight by addressing ihe SSELE Agrez  |Commurity Flan 10/2021
defichendes aied in areas such as )
pmgmmx i Matr SSELE stafl confinues to review KPS in effors
! to establish farget performance |evsls for each agency.
]
- Metia SS2LE staff wil work on compleling and
4z |Compista and finslize the Compliance SSELE Agree  |finaizing the Comgliance Audit Procedures Manua! 12/2021
Audit Procedures Manual,
(aka SOF).
| Revlew on a peredic basis the Metro S5ALE staif wil submil noffization to all thres
quetiicalions of a sample of officers agencies requesting qualificaiions of & sample of
13 from each of the law enforcgment SSELE Agres  |ofcers guaredy lo detemine that perscnnel oy2021
agencies o delermine that contract perfarming contract work (s adhering to the personnel
reguirements are belng adhamed to. confrect requiraments.
As a first step Metro SSLLE staff will nofify the
F irad iraink i agencies of ihe refresher course eslablished by Meino's
dc;\uﬁul e ad ng. Fﬂn:ﬁ:a:;rnl S5&LE, EM growp and raquasi that it be complated
P14 l;ﬂ rﬂ"":;:' a;m:‘g“ﬂr = o S58LE Agras  |wilhin the net 3 months, Sesondly, wil work with Metro 12/2021
i e contract-for bwo or i g WVICM lo ensure appeopriata refresher tralning courses
@ o OF THD OF MOre Jears. andior |anguage Is Included In the confract via an
administrative modificetion, If approprsia,
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Recommandation

|For required reporiing, review with
(input from the: e enforcement
agancies, the reparts and infarmalion
aunrensly required to determine i

Staft

Azsigned

Agree or
Disagresa

Appendix A

Propased Action

Infarmation currantly being requestad from law
enforcament agencles is conslstent with metdcs $=iad
undar the KPls. Metro 55&LE will conlinue to evaluate

Schedule of Recommendations and Proposed Actions for FY20 Performance Audit

Complelion
Date Eslimate

15 ahangas ae necessary, As part of this S5ELE Agres  [the mp:!::l::nfmmall'[:: {;;nwm{::;uﬁlrﬂ;nwth 05/2021
revisw delermina if difierent or reEEU a5E8S cma
addiional Infarmation would be more wcm pariners a5 & portains o iha contract
banaficial. | "
Wilh input from the three law
enforcement agencies, develop .
Metre SEELE staff confinues to review KPS in efforts
16 baseline performance lavels (targels S5ELE Agrae 10,2021
and goals) for key performance o eatablish target performance levels for each apency.
indicatars,
Matre 8581 E stalf has recahed all thres law
Crevizlop and update annually a wikhen .
17 |agency-wids Gommunity Palicing SS8LE Agree  [So i Pm&i{i&”ﬁg”@'ﬂ‘;ﬁ"ﬂﬁ:'““"’ 102021
Plan. - Community Plan.
Allhough, Metre S58LE staff used an altemative
Feadure from the MPV application, caled Mobie Devize
hanager (MOM) aystem and compared the data with
the submittad lsw enforcement weakly schedules o
" vahdabe which offioers lgged inda e MPY application,
Diatermine ¥ the Mi“;:;:;‘:? at what Ume, and at which polnt they logped off, i was
smartphones prov sSaLE datemmined that Metro's TAP reports provide much
8 3& afd infarmation 01':";21“ amoun! Agree reliable information of fime officers spend on varous 2021
of s ofioom specd on Verkous pavts parts of the Meiro System given thit they must
¥ ) physically ap their ssued Melro badge when bearding
buges and entering platforms during thelr shifts, With
the MPY application an offfcer may log an or off from
any lecation without knowing if they are on board a bue
or while patrofing underground rail stations.
fetro SSELE staff continues reviewing a sample size
| from each month fo verify that 23 fisld OficersDeputies
| on duty are tapping their Metro issusd bedge at all TAP
i machines while on patnel boasding Melro buses and
|Paaform Furher sludy and evairation |entenng a6 slationaicomidors in effors to maintzining
lof TAP repons fo defermine whether iU { righ visibiity snd sccountablity of our contracied law 082021 &
12 |is the most effective approach fo mendoning and 5581E Agree  enforcement services. OnGoln
(oyerseeing contracted i e
(law enforcament resources. Medro S3ELE slaff shares the discovares with ihe law
i !enfurcamsnl confractors while slso requesting
! tsupporing information. Supporting informaticn may
inchede, but is not imited to, CCTV foatage or Daily
Flekd Activity Reparts (DFARS).
- ! —
Include in future contracts the During the:
requirement of wearing body cameras Melro SSELE staff wil work with Matro WICM 1o ensure | Solicitation phasa
20 by &ll contracied lawr enfioncement S3ELE Agree appropriate Body Waorn Camera langusge is included Tor new Transit
persannel when pelicing the Metre i future contracts. Law Enforcomonit
Syslem Sarvitns
. A5 afirst step to estabish pr funes for L]
e e virieo footape from body cameras, the Metro SSELE
e ‘“f“"" P stafl will submit & notles to the LEPD, LAPD & LASD,
21 4 1'}'“:::' egea “?md & ¥ For S5ELE Agrae  |=sking esch agency to reply to the outined 01z 102021
CAMGMas Whin necessary. incudmg tor recommendation lisfing their policies and best praclices
complance, audiing, and lnvealigatve for Medro’s S5ALE stalf fo access video fooctage from
FRABONE. body cameras. Each agency is to reply by 10/2021,
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Recommendation

LAPD should:

ar

Disagree

Appendix A

Froposed Action

Schedule of Recommendations and Proposed Actions for FY20 Performance Audit

Complation
Date Estimate

Ensure that each personnals houry

i
|3 afirst step, the Melro SSELE stalf will submit a
|reotice bo the LAPD, oullined the OIG recammendalion

billing rale does nod exceed the \listed and ask o reply Esting thel effors and besi
u approved maximum fully burdened SeslE Agres practices to enswre that esch personnels hourly l0/z021
houry raie for that job clzssification. billing rate does not excesd the approved madmum
Hfulty burdened hourly rate for that job ciassification,
[ A5 a first step, the Metro SSELE staff wil submit a
Davelap procodures (o halp encur that notice o the LAPD, asking to reply bo the culined OIG
wven during depsrmental wide . . b
motilizalions andior spacial recommendafion Esting their policies and best practices
3 | S58IF Agrea for deparimentsl wide moblizations andior spesisl 10011
deployrments that enly those offisers .
1 ” dagployments for Metro's SS8LE steff lo evaluate and
I':'Imhom an ?;m'ﬁmmﬂmm are parhape administrafively medify the coniraet, if
| i appropriste.
{Inglude In the Annual Community As a firsl sfep, the Malro S5&LE slalf will submit a
{Policing Plan a deseripiion of the nefics to the LAPD, ouflined the 016 recommendstion
24 |speciic raining provided (o ks SBELE Agree  |listed and ask to reply with a revised annual community 10/3021
lofficers In the area of Problem policing plan listing and describing specific training in
Oviented Policing. the area of Problem Orendad Policing, if any.
—|LASD should:
Mletrn SSELE staff will submit a notice to the LASD,
Assign personnal {o the Matro confrast outined the QM3 recommendation Isted and ask o
25 only after thay are Post Caciified and SERIF Agrea raply with thelr policies and best prectizes 1o ensura 003
have met @l conlract requirements. that cnly personnel assigned to the Metro contract
are Post Cedified and meet all confract requiremeants,
Include in its annual Communiy As a first step, the Metrs SSELE sialf will submil &
Palicing Plan a description of the notice to the LASD, oulined the $IG recommendstion
26 specific training provided fo its SSELE Agres  |listed and ask to reply with & revised annual commasniy 103031
officers in the area of Problem palicing plan listing and desaribing spacific {raining in
Oriented Policing the area of Problem Orended Policing, if any.
LEPD should:
Ensung thaf the correc] supperiing
v docimentation is used when prepanng SEALE Apres L%PE '""“‘“‘“;“"""’9'.5 h:"'e hean1anﬁ:=:l cantinue i 05,031
and submitting Involcas. incuda cormect supporting documentation.
Mairo SSELE safl wil subenil a notics Lo the LEFD,
Assign only those officers to the cufined the OIE recommendstion isted and ask to
contract whe hawve 18 months of law reply with their policias and best practices 1o ensura
28 enforcement experience and have mel S38LE Agres  |that only personnel assigned to the Metro contract 103021
sl obfver combract reguirements refated hawve 18 months of law enforcement experiénce and
to perscnnel and {raining. R pved @l ofher confract regquirements relaled fo
parsonnel and iraining.
Monitor and resdrict spending the
conlract budget inlo equal perceniages
of the contract amount divided by the
a5 number of years of & multi-year soalE Agres Motro SSELE siaff and LBPD have been warking 052071

contract ( e.g. 1/6 per year of a five-year
budget) unkess a different

program of funding is approved by the
Offica of the Chiaf Exaculive Officer.

tegather in afors o manitedng the canract budget,
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Appendix B
Schedule of FY19 Prior Audit Recommendations and Proposed Actions

Agree
Staff or
Assigned Disagree

Completion
Date
Estimate

(\[o} Recommendation

Proposed Action

1 | The Metro SSLE SSLE Agree Metro SSLE staff (Director and 9/2020
a) | Department should Transportation Planner) has increased the
significantly strengthen sample deployment audit from 10% to
ongoing monitoring and 50%, requested the law enforcement
oversight of compliance contractors to submit a draft billing to the
with the terms of the law SSLE Dept. first for review and approval
enforcement services prior to submitting final billings to Metro
contracts. A/P Dept., developed and includes with
the billings a Summary identifying total
billings received to date, remaining
contract budget and a signature
approving the current billing. These
added steps have already helped staff
identify discrepancies, allowing staff to
dispute the billing and request
corrections/clarifications prior to the
SSLE Dept.'s final approval.
1 | The Metro SSLE SSLE Agree Metro SSLE (Director and 6/2021 &
b) | Department should Transportation Planner) staff completed | On-Going
review billings and all monthly FY18 & FY19 billing
payments for all twelve review: LBPD (6/30/2021); LAPD (on-
months of FY 2019 going) & LASD (N/A).
since this audit focused
on only two months.
1 | The Metro SSLE SSLE Agree The SSLE Dept. has formally amended 5/2020 &
c) | Department should the terms for: LBPD (5/2020); LASD 9/2020
formally amend the (9/2020) & LAPD (on-going).
terms of the contracts if
needed.
2 | The Metro SSLE SSLE Agree Although, subsequent testing of the 5/2020 &
Department should Mobile Phone Validator (MPV) 9/2020

develop an effective
approach to monitoring
and overseeing
contracted law
enforcement resources
to ensure the resources
Metro is paying for are

dashboard showed uneven to subpar
results, on Sept. 2020 SSLE Staff used
an alternative feature from the MPVs
Mobile Device Manager (MDM) system
and compared the data with the
submitted law enforcement weekly
schedules. The intent of this exercise was
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Schedule of FY19 Prior Audit Recommendations and Proposed Actions

Recommendation
actually present and
providing services. This
should be accomplished
using the smartphones
issued to contract law
enforcement personnel
and an app that uses
these smartphones’
location based services
capabilities and a policy
defining and requiring
the use of the
smartphones.

Staff
Assigned

Agree
or
Disagree

Proposed Action
to validate which officers logged into the
MPV application, at what time, and at
which point they logged off.

Completion
Date
Estimate

3 | The Metro SSLE SSLE Disagree | Calls handled by other agencies are 9/2020
Department should work reported (presumably by these agencies)
with contract and other by location and time. Metro SSLE staff
law enforcement will start discussions with Law
agencies to improve the Enforcement partners to plan on
complete and accurate developing MOAs to improve the
reporting of crime that reporting of crimes that occur on the
occurs on the Metro Metro System.
System.
4 | The Metro SSLE SSLE Disagree | Aggregate crime is reported to the Metro | 9/2020
Department should Board and the public in SSLE monthly
provide more detailed reports. Starting 09/2020, Metro SSLE
information on reported staff will include in the Board Report two
crime to distinguish (2) graphs representing Violent Crimes
between violent crime and Property Crimes.
and property and petty
crime.
5 | The Metro SSLE SSLE Disagree | Response times for emergency calls is 9/2020

Department should
collect and report
response time
information for all three
categories of calls for
service.

reported to the Metro Board and the
public in SSLE monthly reports. Starting
09/2020, Metro SSLE staff will include
in the Board Report all three (3)
categories of calls.
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Schedule of FY19 Prior Audit Recommendations and Proposed Actions

Recommendation

Staff
Assigned

Agree

or

Disagree

Proposed Action

Completion
Date
Estimate

6 | The Metro SSLE SSLE Agree In additional to the Proposed Action 5/2020 &
Department should use referenced to No. 2, above.SSLE staff on | 9/2020 &
the Metro issued 03/2021 began a "TAP Technical 3/2021
smartphones’ location- Review" using Metro’s TAP reports and
based services capability compared the data with the submitted
and data generated to law enforcement daily deployment
provide reliable and schedules observing the adherence to ride
meaningful information Metro buses and trains, and patrol bus
on the amount of time and rail stations/corridors at contracted
contracted law locations. This requires all Officers and
enforcement officers Deputies on duty to TAP their issued
spend on various parts Metro Badge at all TAP machines when
of the Metro System. boarding buses, riding trains, and
accessing rail stations/corridors.
7 | The Metro SSLE SSLE Agree Metro SSLE staff agrees with BCA’s 5/2020
Department should work finding and has evaluated the six key
with the contract law performance indicators (crimes reported
enforcement agencies to in accordance with Uniform Crime
review, revise, and Reporting guidelines, average emergency
adopt Key Performance response times, percentage of time spent
Indicators (KPI) on the system, ration of staffing levels vs
including baseline or vacant assignments, ratio of proactive vs
target levels of dispatched activity, and number of grade
performance for each crossing operations) and found them to
KPI. be meaningful and reasonable. Metro
SSLE staff will continue to review KPI’s
monthly and revise, if necessary.
8 | The Metro SSLE SSLE Agree Metro SSLE staff has received all three 5/2020

Department should
establish the Metro
Community Policing
plan and ensure it
includes:

a) Specific training in
Problem Oriented
Policing for law
enforcement personnel
to assist Metro in
addressing matters
related to crime and

law enforcement partners’ Community
Policing Plan during the months of
January and February 2020, respectively.
As a first step to establish the Metro
Community Policing Plan, the SSLE
staff completed their review and
submitted a notice to the LBPD, LAPD
and LASD, dated April 21, 2020, asking
each department to reply to the outlined
OIG Equity Platform recommendations
listed above with their policies and best
practices, for the SSLE staff to
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Schedule of FY19 Prior Audit Recommendations and Proposed Actions

Recommendation
disorder.b) Attendance
at community meetings
and other events
designed to foster
Metro’s relationship
with the community.c)
Protocols to obtain
feedback from bus and
rail managers that will
be used in the overall
policing strategy.

Staff
Assigned

Agree
or
Disagree

Proposed Action
incorporate into Metro’s Community
Plan. Each agency is to reply May 22,
2020.

Completion
Date
Estimate

Metro’s SSLE
Department should
continue monitoring the
contract requirements
for qualifications and
training of personnel to
ensure compliance.

SSLE

Disagree

LAPD is in compliance because
Lieutenants are not considered command
officers.

9/2020
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Schedule of FY19 Prior Audit Recommendations and Proposed Actions

Agree Completion
Staff or Date

No. Recommendation Assigned Disagree Proposed Action Estimate
10 | LAPD should inform SSLE Agree The LAPD would not know the amounts | 5/15/2020
A. | Metro of the amount expected to exceed the estimated costs in

expected to exceed the the contract, because Metro may request

estimated cost specified that LAPD deploy additional resources in

in the contract for each the event of increased threat levels,

year before incurring the special events, the need for increased

costs. crime suppression, or other exigent

circumstances necessitating the
deployment of additional

LAPD resources above and beyond the
budgeted personnel, when such resources
are deployed at the request of Metro,
Metro agrees to reimburse LAPD for the
cost of all additional resources deployed.
Furthermore, Metro SSLE staff
authorized the LAPD to adjust the base
contract by: (Note: a portion of these
adjustments are included in the efforts to
formally amend the terms of the contract.
Per 1c Recommendation, above.)

* Augment the “Billing and Inspection
Unit”.

* Increase Crime Analyst Personnel.

* Reclassify the Sick/IOD/Subpoena
Control Coordinator from Police

Officer 111 to Management Analyst.

* Convert HOPE Detail from overtime
position to full-time positions.

* Convert Bomb/K9 Unit from as needed
to full-time positions; and

* Enhance “Watch 3” staffing (overtime
coverage).

* Increase training budget for additional
law enforcement personnel.

54



Appendix B

Schedule of FY19 Prior Audit Recommendations and Proposed Actions

Agree Completion
Staff or Date
No. Recommendation Assigned Disagree Proposed Action Estimate
* Increase “Reserve Overtime” for new
positions.

* Include “Premium Holiday Pay” in
accordance with the respective labor
agreements.

* Include provisions for community
outreach activities; and

* Increase budget for office supplies.
These adjustments were anticipated to
increase the contract price by $35.3M
over four years (Letter dated May
2,2018) . Additional, since October 2017,
SSLE staff has authorized additional
resources above and beyond the budgeted
personnel, in accordance with the
contract section 7.0 Billing. Thus, the
total amount billed and paid for FY 2019
exceeded the estimated cost in the
contract for Year 2. NOTE: SSLE staff
worked on a Board Box with the
anticipation to present to the CEO in
June 2020.

10 | Metro’s SSLE SSLE Agree
B. | Department should
continue monitoring
LAPD’s billings,
payments and contract
amount to ensure that
costs do not exceed the
annual estimated
contract amount.

10 | Metro’s SSLE SSLE Agree
C. | Department should
determine if it will be
necessary to seek
contract award
adjustment approval
from the Board if at
Year 5, they have not
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Schedule of FY19 Prior Audit Recommendations and Proposed Actions

Recommendation
recovered excess
expenditures.

Staff
Assigned

Agree

or

Disagree

Proposed Action

Completion
Date
Estimate

11

A. As required by the
contract, LAPD should
submit the list of
maximum fully
burdened hourly rates
for all labor
classifications in
accordance with the
contract requirements.
For any additional labor
classifications not
identified in the lists of
maximum fully
burdened hourly rate for
full time (straight time)
personnel and overtime
personnel, LAPD should
submit the revised lists
to Metro for approval
prior to incurring and
billing the cost.

B. Metro’s SSLE
Department should
continue to monitor
LAPD’s billings to
ensure only the
approved labor
classifications are billed
and included in Metro’s
list of maximum fully
burdened hourly rates

SSLE

Agree

56

In efforts to continue reviewing LAPD’s
billings to ensure that only actual hours
worked are billed in compliance with the
contract, the new Metro SSLE staff
(Director and Transportation Planner)
increased the sample deployment audit
from 10% to 50%.

The auditing process of the billings
entails two distinct processes. First, a
100% financial audit, whereby the billing
datasheet is evaluated to ensure that
billed rates are in compliance with
agreed upon figures. Second, a
deployment audit, where documentation
regarding field personnel is evaluated in
the form of a sample audit. The sample
size is 50% of the deployment period, the
sample dates vary by month. The
documents examined are 1) Financial
Invoice (Billing Summary); 2) Payroll
figures to confirm compliance with the
Maximum Fully Burdened Hourly Rate;
3) TSB Overhead, Overtime, and Admin
Summaries to confirm staffing and
deployment levels; and 4) Daily Morning
and Activity Reports (Form 1CS214).
*SSLE staff also requested LAPD to
submit written clarification and explicit
list of all full-time personnel authorized
to performed overtime with a column
listing overtime figures in the fully-

712020,
9/2020 &
2/2021
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Appendix B

Schedule of FY19 Prior Audit Recommendations and Proposed Actions

Recommendation
for full time (straight
time) personnel and
overtime personnel.
Metro should also
review the billing rates
for all invoices to
determine the extent of
overbillings.

Staff
Assigned

Agree
or

Disagree

Proposed Action
burden rate list, previously approve and
authorized to bill under the contract’s
“Overtime Reserve” budget (RECEIVED
Letter July 24,2020).
*SSLE staff informed LAPD on May 12,
2020 that Metro will need to adjust the
CAP rate accordingly and may result in a
decrease in payment starting with Invoice
#20MTADPOQ2 and all invoices received
thereafter. Per letter dated 7/24/2020, the
LAPD will also review current billing
methods and meet with Metro staff to
discuss how the Compensation Time Off
(CTO) would be best applicable to
salaries in accordance with City
Controller Memo 18-012. Resolved
2/2021.

Completion
Date
Estimate

12

Metro should review
LAPD’s billings and
ensure that only actual
hours worked are billed
in compliance with the
contract.

SSLE

Agree

13

a) LAPD should return
the overbilled and
overpaid amount of
$789.88 to Metro.

b) Metro’s SSLE
Department should
continue monitoring
LAPD’s billings to
identify and resolve
billing discrepancies.

c) Metro’s SSLE
Department should work
with LAPD to review all

SSLE

Disagree

A. Metro SSLE staff agrees and has
asked LAPD to include all MOUs,
identify, and list all allowable rates (i.e.
flat-rate holiday) in the next fully-burden
rate list for Metro's review and approval
prior to submitting invoices. Staff also
requested and received from LAPD a
revised list of class codes and positions,
previously approved by Metro, clarifying
all positions approved to bill regular time
and overtime. The amount of $789.88
paid is consistent with LAPD’s MOU
and approved by Metro. B. Staff

9/2020

57



Appendix B

Schedule of FY19 Prior Audit Recommendations and Proposed Actions

Agree Completion
Staff or Date
No. Recommendation Assigned | Disagree Proposed Action Estimate
invoices for FY 2019 for continues to monitor LAPD's billings. On
billings exceeding the May 12, 2020 Metro informed LAPD
allowable rates by that CAP 39 will need to be adjusted
classification accordingly resulting in decreased

payments starting with Invoice
#20MTADPOQ2 and all invoices received
thereafter, until a resolution is reached.
Per letter dated 7/24/2020, the LAPD
will also review current billing methods
and meet with Metro staff to discuss how
the Compensation Time Off (CTO)
would be best applicable to salaries in
accordance with City Controller Memo
18-012. LAPD anticipate to resolve by
10/2020. C. With the new Metro SSLE
(Director and Transportation Planner)
staff in place we are working on
reviewing all monthly FY2019 billings
previously received and paid.

58



Appendix B
Schedule of FY19 Prior Audit Recommendations and Proposed Actions

Agree Completion

Staff or Date
No. Recommendation Assigned Disagree Proposed Action Estimate
13 |. A. Metro SSLE staff agrees and has 9/2020
asked LAPD to include all MOUs,
identify, and list all allowable rates (i.e.
flat-rate holiday) in the next fully-burden
rate list for Metro's review and approval
prior to submitting invoices. Staff also
requested and received from LAPD a
revised list of class codes and positions,
previously approved by Metro, clarifying
all positions approved to bill regular time
and overtime. The amount of $789.88
paid is consistent with LAPD’s MOU
and approved by Metro. B. Staff
continues to monitor LAPD's billings. On
May 12, 2020 Metro informed LAPD
that CAP 39 will need to be adjusted
accordingly resulting in decreased
payments starting with Invoice
#20MTADPOQ2 and all invoices received
thereafter, until a resolution is reached.
Per letter dated 7/24/2020, the LAPD
will also review current billing methods
and meet with Metro staff to discuss how
the Compensation Time Off (CTO)
would be best applicable to salaries in
accordance with City Controller Memo
18-012. LAPD anticipate to resolve by
10/2020. C. With the new Metro SSLE
(Director and Transportation Planner)
staff in place we are working on
reviewing all monthly FY2019 billings
previously received and paid.
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Schedule of FY19 Prior Audit Recommendations and Proposed Actions

Recommendation

Staff
Assigned

Agree
or

Disagree

Proposed Action

Completion
Date
Estimate

14 | Metro’s SSLE SSLE Agree Metro SSLE staff has requested Daily 5/2020
Department should Deployment sheets to be submitted
monitor LAPD’s weekly, effective DP02, 2020, these
submission of reports to sheets will include each scheduled watch
ensure all the required with employee’s name, hours worked,
reports are submitted in and assignment (LAPD started
a timely manner and submitting sheets 8/10/2020). The Daily
with complete summary of work activity for each
information to allow employee is available upon Metro's
Metro to determine the request, this is not required by Metro to
calculation of the be submitted daily. However, the LAPD
reported figures. does submit to Metro a "TSB Morning

Report" daily, indicating a daily
summary of employees on the Metro
system which also identifies any
significant incidents. The SSLE staff also
determined that monthly summary
submittals of Problem-Oriented Policing
projects were not required. This element
is sufficiently met by routine problem-
solving planning meetings such as the
weekly executive law enforcement
meeting.

15 | LASD should inform SSLE Disagree | Metro SSLE staff agrees, in this 9/2020

A. | Metro of the amount particular case it was a timing variance
expected to exceed the between when the payments were made
estimated cost specified versus when the service was performed.
in the contract for each SSLE staff is trying to accrue for future
year before incurring the costs to ensure expenses are credited to
costs. the appropriate Fiscal Year. It is also

important to note that Metro may request
that LASD deploy additional resources
above and beyond the budgeted
personnel, when such resources are
deployed at the request of Metro, Metro
agrees to reimburse LASD causing the
agreed estimated costs to exceed.
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Agree Completion
Staff or Date

No. Recommendation Assigned Disagree Proposed Action Estimate
15 | Metro’s SSLE SSLE Disagree | Metro SSLE staff (Director and 9/2020
B. | Department should Transportation Planner) increased the

continue monitoring sample deployment audit from 10% to

LASD’s billings, 50%.

payments and contract The auditing process of the billings

amount to ensure that entails two distinct processes. First, a

costs do not exceed the 100% financial audit, whereby the billing

annual estimated datasheet is evaluated to ensure that

contract amount. billed rates are in compliance with

agreed upon figures. Second, a
deployment audit, where documentation
regarding field personnel is evaluated in
the form of a sample audit. The sample
size is 50% of the deployment period, the
sample dates vary by month. The
documents examined are 1) Financial
Invoice; 2) SH-AD 575; 3) RAPS 500E;
and 4) In-Services. Additionally, Metro
SSLE staff also requested the LASD to
submit a draft billing to the SSLE Dept.
first for review and approval prior to
submitting final billing to Metro A/P
Dept. With this added step, staff will
include with the billings a Summary
identifying billings received to date,
remaining contract budget and a
signature approving the current billing.
These added steps have already helped
staff identify a $14,341.99 credit
discrepancy that should be issued to
Metro, allowing staff to dispute the
billing and request LASD to make the
necessary corrections prior to submitting
to Metro A/P and later having to request

the credit.
16 | Metro’s SSLE SSLE Agree Metro SSLE staff will follow-up with 5/2020
Department should work LASD to provide clarification with
with LASD to resolve reporting the number of cases referred
any issues regarding the for follow-up investigation and/or the
required reports. Also, subsequent dispositions.
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Schedule of FY19 Prior Audit Recommendations and Proposed Actions

Recommendation
Metro should continue
monitoring LASD’s
submission of reports to
ensure all the required
reports are submitted in
a timely manner and
with complete
information to allow
Metro to determine the
calculation of the
reported figures.

Staff
Assigned

Agree

or

Disagree

Proposed Action

Completion
Date
Estimate

17 | A. LBPD should inform | SSLE Agree In October 2018, the LBPD provided 5/2020
Metro of the amount SSLE staff with an expected cost
expected to exceed the expansion impacting years 2 to 5 of the
estimated cost specified contract budget. On December 2018, the
in the contract for each Metro authorized the expansion to adjust
year before incurring the the base contract by adding three full-
costs.. time Metro Quality of Life officers to
B. Metro’s SSLE provide homeless outreach along the
Department should Blue Line. This will result in an increase
continue monitoring to the contract price by $3.2M over years
LBPD’s billings, 2 to 5 of the five-year firm-fixed unit rate
payments, and contract contract, a net increase from $30,074,628
amount to ensure that to $33,274,628. Thus, the total amount
costs do not exceed the billed and paid for FY 2019 exceeded the
contract amount. estimated cost in the contract for Year 2.
18 | A. LBPD should submit | SSLE Agree On April 30, 2020, SSLE staff requested | 5/2020

the daily summary of
assignments for all
hours worked and
payroll records with the
invoices to support the
actual hours worked and
paid.

B. Metro’s SSLE
Department should
continue monitoring
LBPD’s billings to
ensure all the required
supporting documents

LBPD to submit the following
documents in support of invoices
submitted to Metro for reimbursement on
April 28, 2019 for services provided
from October 2019 to March 2020.
Metro Systems Security & Law
Enforcement team is requiring these
documents to continue the review/audit
process of the LBPD invoices.

[] Work Hour Detail Report in excel
format for each Invoice.
[] Documentation supporting the
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Agree Completion
Staff or Date
No. Recommendation Assigned Disagree Proposed Action Estimate
were submitted with the "Monthly Actuals” for each Invoice.
invoices. [ Daily Summary of Assignments,

Operations Staffing Overtime Reports
and Overtime Reports for the following
dates:

Oct. 2019 Billing - 1st to 16th

Nov. 2019 Billing - 15th to 30th

Dec. 2019 Billing - 1st to 16th

Jan. 2020 Billing - 15th to 31st

Feb. 2020 Billing - 1st - 15th

Mar. 2020 Billing - 15th to 31st

19 | LBPD should returnto | SSLE Agree Metro SSLE staff and LBPD are working | 6/2021

A. | Metro the overbilled and together to review all FY2019 billings to
overpaid amount of identify any other overbillings. Metro
$29,313.65. SSLE shared with LBPD the auditor's

finding and how the $29K was
determined on 6/3/2020. We requested
that LBPD provide a credit as
appropriate, if they find this to be true.
SSLE staff also requested LBPD to go
back and review all FY2019 invoices and
provide Metro with a credit of any over
billed items.

19 | Metro should review the | SSLE Agree
B. | billing rates for all
FY2019 invoices to
determine the extent of
overbilling for all of
FY20109.

19 | Metro’s SSLE SSLE Agree
C. | Department should
continue to monitor
LBPD’s billings to
ensure only the
approved labor
classifications are billed
and included in the list
of maximum fully
burdened hourly rates
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Agree
Staff or

Completion
Date

No. Recommendation Assigned Disagree Proposed Action Estimate
20 | Metro’s SSLE SSLE Agree Metro’s Contract Administrator reviewed | 5/2020
Department should LBPD billing methodology and issued
review the billing administrative modification No.2.
methodology specified
in the contract for
equipment cost and
determine whether the
contract should be
amended to use the
LBPD method.
21 | Metro’s SSLE SSLE Agree Metro SSLE staff requested LBPD to 5/2020
Department should submit weekly or daily schedules for
monitor LBPD’s each watch that includes each
submission of reports to employee’s name, hours worked, and
ensure all the required assignment effective immediately, and to
reports are submitted in submit records beginning May 1, 2020.
a timely manner and Additionally, SSLE staff will request
with complete clarification with respect to after-action
information to allow reports and not being able to provide
Metro to determine the because of on-going litigations.
calculation of the
reported figures.
22 | Metro’s SSLE SSLE Agree Metro SSLE staff is currently working on | On-Going
Department should developing the Metro Transit Security
complete efforts to KPIs with an anticipated date of
develop key completion of August 1, 2020.
performance indicators
for Metro Security
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FY20 LAPD List of Special Events

Appendix C

Invoice #

19MTASPEC121
19MTASPEC113
20MTASPECO06
20MTASPECO07
20MTASPEC11
20MTASPEC20
20MTASPEC21
20MTASPEC22
20MTASPEC23
20MTASPEC24
20MTASPEC33
20MTASPEC34
20MTASPEC35
20MTASPEC36
20MTASPEC37
20MTASPEC38
20MTASPEC39
20MTASPEC40

20MTASPEC43

Invoice Description

4th of July Grand Park Special Event Deployment on
July 4, 2019

LAFC vs Vancouver Whitecaps, Special Event
Deployment on July 6, 2019

LAFC v Atlanta United Enhanced Deployment for
2019 DPO7 — (July 26, 2019)

LAFC v Portland Timbers Enhanced Deployment for
2019 DPO7 — (July 10, 2019)

Mumford and Sons Concert Enhanced Deployment for
2019 DPO7 - (August 3, 2019)

Chargers vs Seahawks Enhanced Deployment August
24,2019

20MTASPEC21 LAFC vs LA Galaxy Enhanced
Deployment August 25, 2019

LAFC vs New York Red Bulls August 11, 2019
Rams vs Broncos Enhanced Deployment August 24,
2019

USC vs Fresno State Enhanced Deployment August
31,2019

USC vs. Stanford Enhanced Deployment for 2019
DPQ9 (September 7, 2019)

LAFC vs. TORONTO Enhanced Deployment for 2019
DPO09 (September 21, 2019)

Zedd Concert Enhanced Deployment for 2019 DP09
(September 7, 2019)

Chargers vs. Colts Enhanced Deployment for 2019
DPQ9 (September 8, 2019)

Iron Maiden Concert Enhanced Deployment for 2019
DPO09 (September 14, 2019)

Brazil vs. Peru Enhanced Deployment for 2019 DP09
(September 10, 2019)

Argentina vs. Chile Enhanced Deployment for 2019
DPO09 (September 5, 2019)

LAFC vs. Minnesota Enhanced Deployment for 2019
DP09 (September 1, 2019)

RAMS VS SAINTS Enhanced Deployment for 2019
DPO09 (September 15, 2019)

65

Invoice Amount

$12,098.83

$13,054.58

$14,577.73

$6,660.13

$6,002.01

$2,386.64

$14,602.59

$15,582.12

$18,649.89

$21,491.98

$21,698.71

$14,511.19

$1,690.42

$2,283.04

$11,990.89

$9,687.25

$11,270.64

$13,007.19

$26,012.41



FY20 LAPD List of Special Events

Appendix C

Invoice #

20MTASPEC44
20MTASPEC45
20MTASPEC46
20MTASPECA47
20MTASPEC48
20MTASPEC58
20MTASPEC59
20MTASPEC60
20MTASPEC61
20MTASPEC62
20MTASPEC63
20MTASPEC64
20MTASPEC65
20MTASPEC66
20MTASPECG67
20MTASPEC68
20MTASPECT7
20MTASPEC78
20MTASPECT79

20MTASPECS80

Invoice Description

DC BATMAN RUN Enhanced Deployment for 2019
DPOQ9 (September 21, 2019)

USC vs. UTAH Enhanced Deployment for 2019 DP09
(September 20, 2019)

Chargers vs. Houston Texas Enhanced Deployment for
2019 DP0O9 (September 22, 2019)

Civic Center Enhanced Deployment for 2019 DP09
(September 22, 2019)

LAFC vs. HOUSTON DYNAMO Enhanced
Deployment for 2019 DP09 (September 25, 2019)

LAFC vs Colorado Rapids Enhanced Deployment
October 6, 2019 for 2019 DP10

USC vs Arizona Enhanced Deployment October 19,
2019

Chargers vs Broncos Enhanced Deployment October 6,
2019

Chargers vs Steelers Enhanced Deployment October
13, 2019

Rams vs Buccaneers Enhanced Deployment September
29, 2019

LA Rams vs San Francisco 49ERS Enhanced
Deployment October 13, 2019

Dodgers vs Washington (Dodger Playoffs) October 3,
2019

Dodgers vs Washington (Dodger Playoffs) October 4,
2019

Dodgers vs Washington (Dodger Playoffs) October 9,
2019

LAFC VS Galaxy Enhanced Deployment October 24,
2019

MTA Rufus Concert (October 5, 2019)

USC vs Oregon Enhanced Deployment for 2019 DP11
(November 2, 2019)

LA RAMS vs Chicago Bears Enhanced Deployment
for 2019 DP11 (November 17, 2019)

LAFC vs Seattle Enhanced Deployment for 2019
DP11 (October 29, 2019)

USC vs UCLA Enhanced Deployment for 2019 DP11
(November 23, 2019)

66

Invoice Amount

$1,720.38

$27,022.98

$2,199.07

$4,544 .91

$6,382.26

$15,473.86

$23,853.50

$1,607.68

$3,083.64

$25,352.29

$28,262.65

$3,293.09

$2,826.23

$3,078.98

$14,360.32

$1,405.67

$28,149.66

$28,434.64

$15,209.97

$27,601.28



FY20 LAPD List of Special Events

Appendix C

Invoice #

20MTASPECS81
20MTASPECS82
20MTASPECS83
20MTASPECS84
20MTASPECS85
20MTASPEC93
20MTASPEC94
20MTASPEC95
20MTASPEC96
20MTASPEC104
20MTASPEC105
20MTASPEC106
20MTASPEC107
20MTASPEC108
20MTASPEC116
20MTASPEC124
20MTASPEC125

20MTASPEC126

Invoice Description

Day of The Dead Enhanced Deployment for 2019
DP11 (November 3, 2019)

Blue Open Enhanced Deployment for 2019 DP11
(November 2, 2019)

John Legend Concert Enhanced Deployment for 2019
DP11 (November 19, 2019)

Adult Swim Festival Enhanced Deployment for 2019
DP11 (November 16-17, 2019)

Chargers vs Packers Enhanced Deployment for 2019
DP11 (November 3, 2019)

Chargers vs Packers Enhanced Deployment for 2019
DP11 (November 3, 2019)

Rams vs Seahawks Special Events Deployment for
2019 DP12 (December 8, 2019)

Chargers vs Vikings Special Events Deployment for
2019 DP12 (December 15, 2019)

Rolling Loud Concert Special Events Deployment for
2019 DP12 (December 15, 2019)

Chargers vs Oakland Enhanced Deployment for 2019
DP13 (December 22, 2019)

Rams vs Cardinals Enhanced Deployment for 2019
DP13 (December 29, 2019)

Civic Center Enhanced Deployment for 2019 DP13
(December 31, 2019)

Inclement Weather Enhanced Deployment for 2019
DP13 (January 1-2, 6 & 9, 15th & 16th, 2020)

Women's March Enhanced Deployment for 2019 DP13
(January 18, 2020)

Club Atletico Penarol Special Event Deployment for
2020 DPO1 January 25, 2020

LAFC vs CLUB LEON Special Event Deployment for
2020 DP02 on February 27, 2020

LAFC vs Inter Miami FC Special Event Deployment
for 2020 DP02 on March 1, 2020

LAFC vs Philadelphia Special Event Deployment

LAPD FY20 i Special Events Total
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Invoice Amount

$1,591.52
$12,712.56
$14,348.36
$15,533.60
$4,769.70
$26,648.14
$27,510.55
$1,536.68
$27,979.59
$863.98
$25,707.98
$4,605.85
$40,095.09
$33,704.52
$11,478.57
$14,222.75
$15,131.22
$14,398.14

$793,960.10



FY20 LAPD List of Enhanced Deployments

Appendix D

Invoice #

19MTASPEC110
19MTASPEC111
19MTASPEC112
19MTASPEC115
19MTASPEC116
19MTASPEC117
19MTASPEC118
19MTASPEC119
20MTASPECO1
20MTASPEC02
20MTASPECO03
20MTASPEC04
20MTASPEC05
20MTASPECO08
20MTASPEC09

20MTASPEC10

Invoice Description

Westlake/MacArthur Park Enhanced Deployment for
2019 DPO06 (June 9, 2019 - July 6, 2019)

EXPO Line Enhanced Deployment for 2019 DP06
(June 9, 2019 - July 6, 2019)

UNION Station Enhanced Deployment for 2019 DP06
(June 9, 2019 - July 6, 2019)

Pershing Square Enhanced Deployment for DP06 (July
1, 2019 - July 6, 2019)

Blue Line Closure Traffic (North Segment) Enhanced
Deployment for 2019 DP06 (June 9, 2019 - July 6,
2019)

Blue Line Closure Fix Post (North Segment) Enhanced
Deployment for 2019 DP06 (June 9, 2019 - July 6,
2019)

Police Service Representative for Weekly Enhanced
Surge Line for 2019 DP06 (June 9, 2019 - July 6, 2019)

Red/Purple/EXPO Line Surge Enhanced Deployment
for 2019 DPO06 (June 9, 2019- July 6, 2019)

Westlake/MacArthur Park Enhanced Deployment for
2019 DPQ7 (July 7, 2019 - August 3, 2019)

EXPO Line Enhanced Deployment for 2019 DP07
(July 7, 2019 - August 3, 2019)

UNION Station Enhanced Deployment for 2019 DPO7
(July 7, 2019 - August 3, 2019)

Blue Line Fixed Post Enhanced Deployment for 2019
DPO7 (July 7, 2019 - August 3, 2019)

Blue Line Traffic Enhanced Deployment for 2019
DPO7 (July 7, 2019 - August 3, 2019)

Police Service Representative Surge Line Enhanced
Deployment for 2019 DP0O7 (July 7, 2019 - August 3,
2019)

Surge Red Line Enhanced Deployment for 2019 DP07
(July 7, 2019 - August 3, 2019)

Pershing Square Enhanced Deployment for 2019 DP07
(July 7, 2019 - August 3, 2019)

68

Invoice Amount

$87,946.78

$94,523.55

$89,634.88

$19,797.61

$455,534.72

$167,975.31

$68,041.30

$680,336.41

$87,650.39

$102,069.51

$90,220.07

$183,800.95

$354,167.13

$69,802.40

$638,571.04

$88,551.73



FY20 LAPD List of Enhanced Deployments

Appendix D

Invoice #

20MTASPEC100
20MTASPEC101
20MTASPEC102
20MTASPEC103
20MTASPEC109
20MTASPEC110
20MTASPEC111
20MTASPEC112
20MTASPEC113
20MTASPEC114

20MTASPEC115

20MTASPEC117-
123

20MTASPEC12

20MTASPEC121

20MTASPEC128-
133

20MTASPEC13

Invoice Description

Pershing Square Enhanced Deployment for 2019 DP13
(December 22, 2019 - January 18, 2020)

Red Line - Surge Enhanced Deployment for 2019 DP13
(December 22, 2019 - January 18, 2020)

Police Service Representative Enhanced Deployment
for 2019 DP13 (December 22, 2019 - January 18, 2020)

Blue Line Closure Fix Post (Traffic) Enhanced
Deployment for 2019 DP13 (December 22, 2019 -
January 18, 2020)

Westlake/MacArthur Park Enhanced Deployment for
2020 DPO1 (January 19, 2020 - February 15, 2020)

EXPO Line Enhanced Deployment for 2019 DP 13
(December 22, 2019 - January 18, 2020).

UNION Station Enhanced Deployment for 2020 DP01
(January 19, 2020 - February 15, 2020)

Pershing Square Enhanced Deployment for 2020 DPO1
(January 19, 2020 - February 15, 2020)

Blue Line Traffic Enhanced Deployment for 2020
DPO01 (January 19, 2020 - February 15, 2020)

Police Service Representative Enhanced Deployment
for 2020 DP01 (January 19, 2020 - February 15, 2020)

Redline Surge Enhanced Deployment for 2020 DP01
(January 19, 2020 - February 15, 2020)

Enhanced Deployment for 2020 DP02 (February 16,
2020 - March 14, 2020)

Westlake/MacArthur Park Enhanced Deployment for
2019 DP08 (August 4, 2019- August 31, 2019)

Blue Line Fixed Post/Traffic Enhanced Deployment for
2020 DPO2 (February 16, 2020 - March 14, 2020

Enhanced Deployment for 2020 DP03 (March 15, 2020
- April 11, 2020)

20MTASPEC13 EXPO Line Enhanced Deployment for
2019 DP08 (August 4, 2019- August 31, 2019)
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Invoice Amount

$92,850.89

$570,921.17

$76,364.69

$221,868.70

$86,707.72

$100,912.28

$90,240.09

$89,020.70

$220,097.58

$74,769.01

$535,058.94

$957,442.90

$91,235.24

$210,205.23

$985,356.87

$100,496.73



FY20 LAPD List of Enhanced Deployments

Appendix D

Invoice #

20MTASPEC134

20MTASPEC135-
140

20MTASPEC14
20MTASPEC141
20MTASPEC142
20MTASPEC143
20MTASPEC144
20MTASPEC15
20MTASPEC16
20MTASPEC17
20MTASPEC18
20MTASPEC19
20MTASPEC25
20MTASPEC26
20MTASPEC27

20MTASPEC28

Invoice Description
Blue Line Closure Traffic (North Segment) Enhanced
Deployment for 2020 DP03 (March 15, 2020 - April
11, 2020)

Enhanced Deployment for 2020 DP04 (APRIL 12,
2020 - MAY 5, 2020)

20MTASPEC14 UNION Station Enhanced
Deployment for 2019 DP08 (August 4, 2019- August
31, 2019)

B Line (RED LINE) Enhanced Deployment for 2020
DPO05 (May 10, 2020 - June 6, 2020)

B Line (Union, 7th/ Metro and North Hollywood
Station) Enhanced Deployment for 2020 DP05 (May
10, 2020 - June 6, 2020)

B-Line Enhanced Deployment W2 for 2020 DP06
(June 11, 2020 - June 12, 2020)

B-Line Enhanced Deployment W5 for 2020 DP06
(June 11, 2020 - June 12, 2020)

Pershing Square Enhanced Deployment for 2019 DP08
(August 4, 2019- August 31, 2019)

Blue Line Closure Traffic (North Segment) Enhanced
Deployment for 2019 DP08 (August 4, 2019- August
31, 2019)

20MTASPECL17 Blue Line Closure Fix Post (North
Segment) Enhanced Deployment for 2019 DP08
(August 4, 2019- August 31, 2019)

20MTASPEC18 Police Service Representative for
Weekly Enhanced Surge Line for 2019 DP08 (August
4, 2019- August 31, 2019)

20MTASPEC19 Red Line Surge Enhanced
Deployment for 2019 DP08 (August 4, 2019- August
31, 2019)

Westlake/MacArthur Park Enhanced Deployment for
2019 DP09 (September 1, 2019 - September 28, 2019)

Expo Enhanced Deployment for 2019 DP09
(September 1, 2019 - September 28, 2019)

Union Enhanced Deployment for 2019 DP09
(September 1, 2019 - September 28, 2019)

Pershing Enhanced Deployment for 2019 DP09
(September 1, 2019 - September 28, 2019)

70

Invoice Amount

$41,678.48

$475,574.14

$90,063.22

$107,191.99

$71,743.51

$14,175.06

$12,697.02

$90,935.69

$334,619.79

$176,121.64

$68,878.57

$481,578.52

$92,629.02

$103,362.59

$93,465.82

$92,043.73



FY20 LAPD List of Enhanced Deployments

Appendix D

Invoice #

20MTASPEC29
20MTASPEC30
20MTASPEC31
20MTASPEC32
20MTASPECA41
20MTASPECA42
20MTASPEC49
20MTASPEC50
20MTASPEC51
20MTASPEC52
20MTASPEC53
20MTASPEC54
20MTASPEC55
20MTASPEC56
20MTASPECS57

20MTASPEC69

Invoice Description

Blue Line Traffic Enhanced Deployment for 2019
DPQ9 (September 1, 2019 - September 28, 2019)

Blue Line Fixed Post Enhanced Deployment for 2019
DPO09 (September 1, 2019 - September 28, 2019)

PSR Surge Enhanced Deployment for 2019 DP09
(September 1, 2019 - September 28, 2019)

Red line Surge Enhanced Deployment for 2019 DP09
(September 1, 2019 - September 28, 2019)

Westlake/MacArthur Park Enhanced Deployment for
2019 DP11 (October 27, 2019 - November 23, 2019)

Blue line copper Surge Enhanced Deployment for 2019
DPQ9 (September 1, 2019 - September 28, 2019)

Westlake/MacArthur Park Enhanced Deployment for
2019 DP10 (September 29, 2019 - October 26, 2019)

EXPO Line Enhanced Deployment for 2019 DP10
(September 29, 2019- October 26, 2019)

UNION Station Enhanced Deployment for 2019 DP10
(September 29, 2019 - October 26, 2019)

Pershing Square Enhanced Deployment for 2019 DP10
(September 29, 2019- October 26, 2019)

Blue Line Closure Traffic (North Segment) Enhanced
Deployment for 2019 DP11 (October 27, 2019 -
November 23, 2019)

Blue Line Closure Fix Post (North Segment) Enhanced
Deployment for 2019 DP10 (September 29, 2019-
October 26, 2019)

Police Service Representative for Weekly Enhanced
Surge Line for 2019 DPDP10 (September 29, 2019 -
October 26, 2019)

Red Line Surge Enhanced Deployment for 2019 DP10
(September 29, 2019- October 26, 2019)

Blue Line Mobile (Blue Line Copper) Enhanced
Deployment for 2019 DP10 (September 29, 2019-
October 26, 2019)

EXPO Line Enhanced Deployment for 2019 DP11
(October 27, 2019 - November 23, 2019)
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Invoice Amount

$342,106.77

$173,730.91

$68,338.08

$491,154.68

$90,314.11

$29,835.93

$90,807.53

$102,725.48

$90,795.90

$92,132.00

$344,629.99

$179,757.37

$71,386.96

$509,739.82

$90,507.18

$102,413.87



FY20 LAPD List of Enhanced Deployments

Appendix D

Invoice #

20MTASPEC70
20MTASPEC71
20MTASPEC72
20MTASPEC73
20MTASPEC74
20MTASPEC75
20MTASPEC76
20MTASPECS86
20MTASPECS87
20MTASPECS88
20MTASPECS89
20MTASPEC90
20MTASPEC91
20MTASPEC92
20MTASPEC97

20MTASPEC98

Invoice Description

UNION Station Enhanced Deployment for 2019 DP11
(October 27, 2019 - November 23, 2019)

Pershing Square Enhanced Deployment for 2019 DP11
(October 27, 2019 - November 23, 2019)

Blue Line Closure (Fixed Post) Enhanced Deployment
for 2019 DP11 (October 27, 2019 - November 23,
2019)

Blue Line Closure - Traffic Enhanced Deployment for
2019 DP11 (October 27, 2019 - November 23, 2019)

Blue Line Mobile - Blue Line Copper Enhanced
Deployment for 2019 DP11 (October 27, 2019 -
November 23, 2019)

Red Line - Surge Enhanced Deployment for 2019 DP11
(October 27, 2019 - November 23, 2019)

Police Service Representative Enhanced Deployment
for 2019 DP11 (October 27, 2019 - November 23,
2019)

Westlake/MacArthur Park Enhanced Deployment for
2019 DP12 (November 24, 2019 - December 21, 2019)

EXPO Line Enhanced Deployment for 2019 DP12
(November 24, 2019 - December 21, 2019)

UNION Station Enhanced Deployment for 2019 DP12
(November 24, 2019 - December 21, 2019)

Pershing Square Enhanced Deployment for 2019 DP12
(November 24, 2019 - December 21, 2019)

Blue Line Closure - Traffic Enhanced Deployment for
2019 DP12 (November 24, 2019 - December 21, 2019)

Police Service Representative Enhanced Deployment
for 2019 DP12 (November 24, 2019 - December 21,
2019)

Red Line - Surge Enhanced Deployment for 2019 DP12
(November 24, 2019 - December 21, 2019)

Westlake/MacArthur Park Enhanced Deployment for
2019 DP13 (December 22, 2019 - January 18, 2020)

EXPO Line Enhanced Deployment for 2019 DP 13
(December 22, 2019 - January 18, 2020).
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Invoice Amount

$91,484.67

$90,046.97

$28,086.17

$347,768.25

$90,555.52

$545,069.99

$75,943.61

$92,082.01

$101,399.83

$94,450.84

$90,497.54

$216,602.64

$74,182.63

$535,525.75

$92,383.94

$102,720.45



Appendix D
FY20 LAPD List of Enhanced Deployments

Invoice # Invoice Description Invoice Amount
UNION Station Enhanced Deployment for 2019 DP13
20MTASPEC pocember 22, 2019 - January 18, 2020) $93,216.03
_II__QI:[:D FY20 Enhanced Deployments $15.761.324.74
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Appendix E
FY20 LASD List of Special Events/Enhanced Deployments

Invoice
Month Description Numbers Amount
July 2019 Blue Line Grade 200252SS $112,663.69
Blue Line Compton 200576SS
A 2019 Blue Line Gate Crossing 200577SS
ugust Cable Theft Prevention 200578SS $264,051.79
Blue Line Compton 202115SS
September 2019 Blue Line Gate Crossing 202116SS
P Cable Theft Prevention 202117SS $395,741.99
Blue Line Compton ggggégg
October 2019 Blue Line Gate Crossing
Cable Theft Prevention 202000SS $447,285.06
Blue Line Compton 20193455
Blue Line Gate Crossing 201935SS
November 2019 aple Theft Prevention 202001SS
Blue Line High 202002SS $181,248.24
Unsheltered Bus 202272SS
December 2019 Blue Line High 202344SS $76,847.34
Rose Parade Traffic 202696SS
January 2020 Unsheltered Bus 202697SS $95,880.22
203061SS
February 2020 Unsheltered Bus $68.963.45
LA Marathon Coverage 203282SS
*
March 2020 (") Unsheltered Bus 203385SS $64,112.17

LASD FY20i Special Events/Enhanced

Deployments Total $1,706,794.15

(*) We found no invoices for special events or enhanced deployments after March 2020 for
FY20.
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Appendix F
Letter from Former Management to LAPD on $35 Million Increase in 2018

Los Angeles County One Gateway Plaza 213.922.2000 Tel
@ Metropolitan Transportation Authority Los Angeles, CA 90012-2952 metro.net
Metro
May 2, 2018
22446(@lapd.online
Sent via e-mail
Robert Green

Deputy Chief, Transit Services Bureau
Los Angeles Police Department (LAPD)
100 W. 1* Street

Los Angeles, CA 90012

Subject: Contract No. PS5862100LAPD24750 - Adjustments to Transit Law Enforcement Services
Dear Deputy Chief Green:

The Los Angeles County Metropolitan Transportation Authority (LACMTA) approves the
following adjustments to Contract No. PS5862100LAPD24750, effective July 1, 2018:

Personnel Adjustments:

e Augment the “Billing and Inspection Unit”;
Increase Crime Analyst personnel;

e Reclassify the Sick/IOD/Subpoena Control Coordinator from Police Officer III to
Management Analyst;

» Convert HOPE Detail from overtime positions to full-time positions;
Convert Bomb/K9 Unit from as needed to full-time positions; and

e Enhance “Watch 3” staffing (overtime coverage).

Other Expenses:

Increase training budget for additional law enforcement personnel;

Increase “Reserve Overtime” for new positions;

Include “Premium Holiday Pay” in accordance with the respective labor agreements;
Include provision for community outreach activities; and

Increase budget for office supplies.

These adjustments may result in increasing the Contract Price by $35.3M over four years. It is
anticipated that these estimated changes shall be covered under Contract No.
PS5862100LAPD24750. Metro staff shall review contract utilization on an annual basis and shall
return to the Metro Board to request for additional contract authority if deemed necessary.

Sincerely,

AANAN

Alex Z. Wiggins
Chief System Security and Law Enforcement
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Appendix G
Letter from Former Management to LBPD on $3.2 Million Increase in 2018

Los Angeles County Ore Gateway Plaza 213.622 3000 Tal
Metropolitan Transportation Authority Los Angeles, CA goorz-2g52 rretio. et

December &, 2018
Robert Luna@longbeach.gov
Via Certified Mail and E-Mail
Chief Robert Luna
Chief of Palice
Long Beach City Police Depariment
400 W Broadway

Long Beach, CA 90802

Subject: Contract No. PS5862300LBPD24750 — Adjustments to Transit Law Enforcement
Services:

Dear Chief Luna:

The Los Angeles Count Metropolitan Transportation Authority (LACMTA) approves the following
adjustments to Contract No. PS5862300LBPD24750, effective December 5, 2018:

Personnel Adjustments:

« Add (1) Police Officer (Detective)
« Add (2) Police Officers (Quality of Life)

Other Expenses:

» Purchase (1) vehicle (Interceptor)
These adjustments may resull in increasing the Contract Price by about $3.2M over four years.
It is anticipated that these estimated changes shail be covered under Contract No.

PS5862300LBPD24750. Metro staff shall review contract utilization on an annual basis and
shall return to the Metro Board to request for additional contract authority if deemed necessary.

Sincerely,

Ay

Alex Z. Wiggins
Chief, System Security and Law Enforcement
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XI. FINAL DISTRIBUTION

Board of Directors

Kathryn Barger
Mike Bonin
James Butts
Jacquelyn Dupont-Walker
Fernando Dutra
Eric Garcetti
Janice Hahn

Paul Krekorian
Sheila Kuehl
Holly Mitchell
Ara Najarian
Hilda Solis

Tim Sandoval
Anthony Tavares

[ vero ]

Chief Executive Officer

Chief of Staff

Board Clerk

Inspector General

Chief System Security and Law Enforcement Officer

Chief Finance Officer

Chief Operations Officer

Chief Vendor/Contract Management Officer

Executive Officer, Administration, Management Audit Services
Manager, Records & Information Management
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Review of FY20 Metro

Transit Security Services Performance
OIG Report No. 22-AUD-02

Karen Gorman, Inspector General

October 21, 2021

m Metro
LEGISTAR FILE # 2021-0540



Objectives

The objectives of this audit are to:

* Follow up on the status of prior year’s audit recommendations;

 Provide an assessment on the use of contract funds;

* Evaluate transit security service performance provided by the three
contractors (LAPD, LASD, LBPD) and Metro’s SSLE Department;

* Determine contractor’s adherence to contract requirements; and

* Evaluate the effectiveness of SSLE’s oversight and monitoring
function.

@ Metro



Results & Recommendations

* The three contractors (LAPD, LASD, and LBPD) provided services mostly in
accordance with contract requirements. However, we found issues with budget
management, billings, personnel and training, and community policing.

* Metro’s System Security and Law Enforcement Department (SSLE) has
strengthened 1ts monitoring and oversight function. However, improvements are
needed such as budget control, community policing and key performance
indicators.

* Additional budget controls are needed to ensure deployments and invoices paid
stay within the Board approved budget.

*  We made 29 recommendations to improve transit security oversight and services

@ performance.
Metro



